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(® AccUKNOX
Briefly about AccuKnox

e Zero Trust Enterprise CNAPP @ KubeArmor
e [ ead maintainer for CNCF Project KubeArmor
o First preemptive mitigation solution leveraging BPF-LSM @
o KubeArmor/k8tls SE-[RAN
B Check TLS/Certs best practices Ri‘?ﬁ‘?&‘cté’eig"ﬁgﬁﬁgrk
B FIPS140-3, NIST 800-52 best practices compliance Py
e Member of SE-RAN O K8TLS

o NSF-DOD project
e TSC Member & SIG-Security Chair for LFN Nephio
e TSC member for LF Edge Open Horizon


https://kubearmor.io
https://www.5gsec.com/

(® ACCUKNOX
Briefly about KubeArmor

KubeArmor

Userspace
Policy Engine

eBPF/LSM ‘

Kernel Entry

e |everages LSMs | | |
;—EXECVE [exp\oit]—):x R
o (BPF-LSM, AppArmor, SELinux) for Prec e~ Porm Denied —L_event EXECVE_|

time is nil 3 : DENIED i

workload hardening ‘Preemptive Mitigation

Alert Event——>

e Preemptive Mitigation =
‘ eB}PF ‘

Kernel Entry

——EXECVE [exploit]

[=) o Cluster Node ; :
SecurityPolicy 5 | syscall EXECVE—> ;
[ Pod ] [ Pod ] [ Pod ] e SUCCESS event EXECVE
Attacker | ! 3 SUCCESS :
Userspace D{:"n::ﬁ: :g:” —Alert Event—>
i{{ @ KubeArmor ; Kill Process
KibeFREEes ” — _ Post Attack Mitigation
Kernel Telemetry Tetragon
@ eBPF
S
chaal AppArmor SELinux BPF-LSM Policy Engine
KubeArmor ' : ; 1
Zlobsarve | [ KubeArmor Security Profiles } Monitor : : : )
— ——EXECVE [exploit}— | EXEEVE—s ;
Linux Security Modules (LSMs) : U e —> :
: Process dwell| €7 SUCCESS t event EXECVE |
$ $ Q timeis low '—€—bpf_send_sighal—— SUCCESS

E—Alert Event——>

System Resources (e.g., files, sockets) Post Attack MItIthIOI’]




(® ACCUKNOX
Our work with Nephio Community

e Executing SIG-Security charter with the community
e Currently working with Nephio O-RAN WG

o ldentity Provisioning for Nephio Workload Clusters

o Identity provisioning for SMO/O-Cloud entities
e Security deliverables for Nephio R3 release



Nimbus: Intent Driven Security Automation
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https://github.com/5GSEC/security-intents
https://github.com/5GSEC/nimbus

Our work with LF Edge Open Horizon (® AccUKNOX
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() ACCUKNOX
5G-SBP

e Demonstrate 5G SBP Use Case
o0 Remote Attestation Use Case
o loT Device Security and Authn, where
SEDIMENT RA Verifier and Relying
Party are containerized and deployed (@55
with KubeArmor providing visibility
and protection policies.




(® ACCUKNOX
Summary & Questions

e Why are we here?
e Any other similar efforts in LF Edge/Akraino in security?
e Community testbed efforts?
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http://5gsec.com
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https://wiki.lfnetworking.org/pages/viewpage.action?pageId=82905466

