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Extending the cloud for a truly consistent hybrid experience

On-premises, Metro centers and the 5G edge

AWS
OUTPOSTS

Fully managed AWS
infrastructure delivered
to virtually any customer
datacenter or on-
premises location

AWS
LOCAL ZONES

D,

é\L

Places compute,
storage, database, and
select AWS services
closer to where your
end users are located

AWS
WAVELENGTH

Embedded in 5G
networks to extend
AWS infrastructure,

services, APIs, and tools

dWS

\/‘7



AWS Outposts:

Bringing AWS on-premises

et o =

CICH =L
Same AWS-designed Fully managed, monitored, Single pane of management
infrastructure as in AWS and operated by AWS as in the cloud providing
data centers (built on if in AWS Regions the same APIs and tools
AWS Nitro System) as in AWS Regions
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AWS Outposts:

The hardware

42U Rack
Patch Panels
1/10/40/100G Network
Fiber Uplink Options
- Hosts 5kVA-15kVA
. | Power Supply
-S . Redundant feeds
& ‘ supported
d PN Network Switches
- Bus Bar
| . Power Shelf
Redundant Centralized
Power Conversion Unit
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AWS Outposts:

Use Cases
Low Application Data
Latency Modernization Residency

N—
N—
N—

) -

Rendering, inference, Modernize enterprise Regulatory, security,
data processing applications running process requirements
at the edge

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved. Amazon Confidential and Trademark

Local Data
Processing

Local control systems,
5G/IOT
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Build on the same Amazon EC2
instances and Amazon EBS volumes

O WE

For general-purpose applications For compute-intensive applications
(media transcoding, gaming servers,
machine learning inference)

WO @B

For machine learning inference For I/O-intensive applications

and graphics workstations (NoSQL databases, in-memory
or transactional databases,

distributed file systems)

For memory-intensive applications
(databases, in-memory caches,
real-time data analytics)

=

Local instance storage and EBS
gp2 volumes for temporary
and persistent storage
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Run AWS
services locally » Compute and storage

Amazon EC2 instances and Amazon EBS volumes

> Networking

Amazon Virtual Private Cloud (Amazon VPC)
Amazon Application Load Balancer (Amazon ALB)

> Database and Cache

Amazon Relational Database Service (Amazon RDS)
Amazon Elasticache

I
I
T

|
|
[
|
|

> Containers

Amazon Elastic Container Service (Amazon ECS) and
Amazon Elastic Kubernetes Service (Amazon EKS)

> Data processing
Amazon Elastic Map Reduce (Amazon EMR)

» Local storage
Amazon S3

dWS
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With the same AWS
APIs and tools as
in the AWS Region

105

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserve

»ag:re Amazon EC2 Auto Scaling groups
=) AWS CloudFormation

Amazon CloudWatch

451 AWS CloudTrail

AWS Elastic Beanstalk

AWS Cloud9

and more...

d. Amazon Confidential and Trademark

dWS

\-/‘7



Amazon VPC Networking

To understand AWS Outposts, we need to first
understand Amazon VPC networking

dWs



Amazon VPC networking

= : ' The internet
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|
|
|
|
|
|
|
|
|
|
|

Amazon VPC

Instance D
10.1.3.44/24

Instance C
10.1.2.33/24
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AWS Global
Accelerator

The internet

S ® I m & @
e o & O W ¢
w Amazon S3 Amazon DynamoDB AWS Lambda @ Amazon SQS  Amazon SNS  AWS IoT Core Amazon S3
0. A .
AWS PrivateLink Service Provider VPC : y.’. ‘.‘, VPC Amazon
~ ., -+ "  EIP-10.1.0.11:5423.1243 Flow Logs Cloudwatch
N EIP-10.1.1.11 : 54.19.12.23 PY .
AWS PrivateLink ‘ ﬂ E) On-premises
Enabled Services €8] Amazon VPC el @
~ | AWS Endpoint(s) IGW
PrivateLink Interface On-premises
Destination Target Endpointl(s) ‘ ‘
10.1.0.0/16 Local : : VPCs
0.0.0.0/0 IGW @l Public subnet &l Public subnet «5000
S3.prefix.list | VPCE-123 >
On-premises VGW , et PN ntra or e T
VPC-B PCX-123 | Instance A : NAT-GW 1
| : OS> Inter
Other routes TGW G002 : : 4 region | VPC B
VPC
Destination Target | et eeee S e Peering AWS Direct
10.1.0.0/16 Local \\‘: 1, _F j‘frﬁrf DXGW Connect
O‘O'O'O,/ 0, NAT-GW —— Instance C =7 Instance D @ il
DDB.prefix.list| VPCE-234 — 10.1.233/24 =] 101344/24 3/ )
On-premises VGW @) —~ On-premises
VPC-B PCX-123 —
QUNGPELEES | Welh VPC CIDR 10.1.0.0/16 + Expand + IPv6 VGW ?
VPN
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AWS Global
Accelerator

AWS PrivateLink

' The internet

& & ) @ (P
Amazon S3 Amazon DynamoDB AWS Lambda : AmazonSQS  Amazon SNS  AWS loT Core Amazon S3 C\B
““‘ : ".. ‘." VPC Amazon
: *, 1 " EIP-101.0.11:54.23.12.43  Flow Logs CloudWatch

EIP - 10.1.1.11: 54.19.12.23

On-premises

Enabled Services N
AWS i [ Endpoint(s) IGW - <y Gateway Route Table
- - ¢ “Destination |  Target | | :
PrlvateLlnI? Interface  Availability Zone 1 . : Dest Bato : Tz:irg;:au ) | ‘ On-premises
: Endpoint(s) : 1 4 : l
. . ' l : | B :
Client to site VPN : | P N uoic s : i VPCs
! I Public subnet z I Public subnet I
gj e & | | i P | | x5000
[ JriTEE gy : 1 E
Clent [z *Client VPN e A W qrrerereeeens R S > : :
é SerV|Ce : | -lllll- EEEEE N " I | .— ------- > D I : Amazon VPC
: : Instance A P NAT-GW | : Intra or
1 » »
: I 10.1.0.11/24 Tk : : Lt VPC-B
. | P | : region
: | s, 1 | i
FTTTTTTTTToTTmommoo ! I . Private subnet o, Gl Private subnet . VPC 1
I 7 T = | = . 1
1 & Extended VPC : : VPC Traffic - R ST S R PO P - % | Peering i AWS Direct
: : <-----f---. ' V/\V TTTTT | TITIT : - {\)
; QPSS : ! : ﬁ Instance C L Instance D I : kg
i . : | ~10.1.2.33/24 o 10.1.3.44/24 : : _
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On-premises : L U e ____ | :
I I
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1 1
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1 1
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Amazon VPC Networking

Now, let's dive into Amazon
VPC networking for AWS Outposts

Inc. or its Affiliates. All rights reserved. Amazon Confidential and Trademark
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Access to the same networking
constructs as the AWS Region

AWS Outposts

On-premises

VPC

@ Public subnet

LiLll

Instance A
10.1.0.11/24

ALY

Lilll
LRI

Instance C
10.1.2.33/24

(3}

Instance B
10.1.1.22/24

LiLLl
LR

LLLLLE

Instance D
10.1.3.44/24

VPC CIDR 10.1.0.0/16

Outpost Subnet

Lilll

Instance Y
10.1.4.55/24

Route tables

Security -g roups
I 1

1]

Outpost Subnet

ALLLL

LILILILIL]

Instance Z
10.1.5.66/24

'J_‘ Network ACLs
— |
—

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved. Amazon Confidential and Trademark

dWS

\-/‘7



Other on-premises

@ rsrEsssssEEEEEEEsEEERREEm pesssEEEsssumns > i
The internet Or anywhere else : | workloads

On-premises

........................................................................... |
AWS Region AWS Outposts : :
: . |

Custc')mer—ovvned P
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1
1
i
i :
| i
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I 1
I 1
| i
i i
! 1
1 L
! 1
1
i i Local Gateway (LGW) Destination Target
! r————===========-= Fr—— === =======- i g
: | Availability Zone Lo Availability Zone  txeshessessnenss =y | Outpost-abc123 : 10.1.00/16 Local
i I I . I . 0.0.0.0/0 IGW
1 | 1 | I : : | . :
' ' ' ' : : ' S3.prefixlist | VPCE-123
I | . .pretix.us
, | @l Public subnet ' : Gl Public subnet l : : : Outpost Subnet P
T it GW! : I I . . . I Other routes TGW
ransit i | Ty , : Ty | ! |.I ...... :. .......... et o Another VPC PCX-123
i : EIIIIIE : : EIIIIIE ‘ lllllllll Ir lllllllllll i lllllllllllllllllll Ir lllll 1 lllllllll » EIIIIIE -: : VPNrOUteS VGW
i | Instance A : | Instance B : - | 1 - Instance Y :: On-premises LGW
: : 10.1.0.11/24 I : 10.1.1.22/24 I : I :‘ 10.1.4.55/24 ’ |
I I I I Laaes® 1
1 | | I .s ‘I | - |
1 I | | 1 ““‘-‘ :l 1
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Peel’lng i : E|||||E | : E|||IIE “_l-""""' i : : E""'E :I :
i : :IIIII: : : :|||||: “““‘ : : | I :Illll: NS R .: :
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: I Instance C : : Instance D ! 1 : : Instance Z : |
i I 10.1.2.33/24 : I 10.1.3.44/24 ! : | , 10.1.5.66/24 : I
VGW | L : I I l | '
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] 1 1
1

dWS

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved. Amazon Confidential and Trademark \/‘7



On-premises connectivity: Local Gateway (LGW)

» Multiple Outpost network devices per rack, Customer Customer
providing physical redundancy device device
) i i . Service link BGP
» Separation of service link and traffic paths LACP LACP T
using Virtual LANs (VLANS) . on-premises
................................................... Demarca“on
) i ) ) Outposts Outposts AWS
> Multiple BGP sessions for service link and device device
) ) ) ColP Range:
> Local Gateway is a logical entity attached e.g. 10.10.0.0/26
to your VPC VPC
Outpost Subnet Destination Target
» Customer-owned IP addresses (ColP) VPC extended kil 10.1.0.0/16 —
are advertised on BGP sessions from Region On-premises LCW
Instance Y
10.1.4.55/24
» VPC configuration is distinctly separate
from the physical configuration
AWS Outposts
adWsS
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On-premises connectivity: Local Gateway

> — Direct advertisement of the
Outpost subnet range over the LGW BGP e e
sessions, no ColP required : -
Service link BGP
LACP LACP

Customer
on-premises

Outposts Outposts AWS
device device
Local
Gateway
Outpost Subnet Destination Target

VPC extended 10.1.0.0/16 Local
from Region On-premises LGW

Instance Y

10.1.4.55/24

AWS Outposts
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Don't forget to check out the Outposts
reference architectures from our partners

Cisco: Juniper:

https://bit.ly/37mtFva https://juni.pr/2MTkol7

SCAN ME SCAN ME
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AWS Region connectivity: Service link

Customer on-premises

i
I
I
4 Alternative path to AWS I Or anywhere —
AWS control plane traffic via public Internet : including back to AWS ******** :
............... . @ececcceccccces Theinternet I :
: ! Service link CIDR:
AWS Outposts | Amazon o . 10.5.0.0/26 ;
Service public IPs . , : To loca
: Service link I : network
. 1000000000000000G connection : T T Baaead
: VPC data plane traffic to Outpost | :
. 1 0utpost Outpost
! device device
i |
Amazon VPC I
Subnet : Outpost Subnet
®-- : : : :\ C t‘
: l ' Customer N\ or here ustomer
*t : DX POP : I POP | Edge Router
Instances s | v - R ; Here : Instances
AWS cage Customer : ~
cage
g NAT: Service link CIDR to public range AWS OUtPOStS
VPC: 10.1.0.0/16 ) 10.5.0.0/26 to — something public
AWS Direct Connect (DX) ;
location l



AWS Region connectivity: Service link

4 Customer on-premises

: AWS control plane traffic

i
I
I
: : Or anywhere -
Amazon VPC : - User managed I including back to AWS **=**=*" H
R . Private virtual I :
) : interface : Service link CIDR:
AWS Outposts | Private : 10.5.0.0/26 ! To local
i VPC IPs I :
Service , : network
e RGLELEEEEEELELEEE | pesssssanannasflananns MRS
: VPC data plane traffic :
B s s s e Em R EEEEE R : Outpost Outpost
" device device

Amazon VPC

Subnet Outpost Subnet

" o-- : : : . —/
! ' Customer | Customer
| ®::-= DX POP i E POP : Edge Router
Instances e . ----------- 5 Coococoooooc 3 Instances
AWS cage Customer

cage

AWS Outposts

VPC: 10.1.0.0/16

AWS Direct Connect (DX)
location

Private service link connectivity
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VPCs and a single Outpost deployment

Intra-VPC traffic traverses the AWS
Outposts Service / Availability
m Zone and the service link

A e oo ,
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O.A |
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I

I

................ 1
s : rvice link |
AWS Outposts | Amazon : Service AWS Outpost :
B ......... olo> Service public IPS E 1 ___ "
I

I

I

|

I

I

I

|

I

I

I

|

I

I

I

|

I

I

I

I

: ...... : ----------- Of an Avallablllty Zone ﬁb m m
1

QVPC ....:.-V : A B C
o.. :

VPCs extended
to the Outpost
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VPCs and a multi Outpost deployment

:_;vjairagiat; Eo_n; 1— ——————— : : Customer on-premises i
| : : 1
I : ! :
- : . : -
B e —— LCALLeRL LT : ) ) ! "
: AWS Outposts | Amazon : SEME TS ! AWS Outpost 1 :
JAY : Service public IPs : . - i

. |
: ------ pressssuas Intra VPC traffic from Outpost D s (p0y :
| 1 to the region is OK 1
: @ rnnnnnns II--..--..--..--..--.r--..--..--..--..--..--..--..--.I ......... IS A B C :
. ! : ‘ ‘ ‘ -
——————————————— I |
B ' '
_____________ . | !
| Availability Zone 2 ! :
| : I
| A At A P A A AL . i
-CVPC) . I : I
I ---------------- E SerVice link : (\ I
C : AWS Outposts | Amazon : . AWS Outpost 2 :
: Service pUblIC IPs i ok :
: ...... proseeeesd : L /e L :

I

’ : : All Bl C :
I : " I
I | " I
—————————————————— I |
I
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AWS Outposts Architectures

Rendering, inference, data processing? How about online games

Low
Latency

%
)

Rendering, inference,
data processing

dWS
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Using the AWS Region for low-latency
online games

Connection to game
| Servers over the internet

I
Amazon Game
DynamoDB runtimes

VPC

—r =
RTT =15ms

| —

AWS Lambda state server

v o . RTT = 60ms

Session ‘  RTT = 55ms

—

—

Due to the proximity of users to their closest region,

an amount of variance in latency occurs

adWs
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A
Game servers

Example:
4 moderately distributed players

Max single RTT: 60ms
RTT latency range: 45ms
Avg RTT latency: 39ms

dWS
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Example:
4 moderately distributed players

Max single RTT: 30ms

RTT latency range: 15ms
Avg RTT latency: ~19ms

adW$S
N
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Using AWS Outposts for
low-latency online games

I
New - Amazon S3 !
on AWS Outposts :

I

r—-==-==--=--=--=-"="-"="-"=""=-=-="-=-=-=-=-==-==-======= 1
1 On-premises 1
I I
Amazon Game : : Connection to game
DynamoDB runtimes | S I servers over the internet :
A ' | '
: | 1
VPC 1 1
I I
I I
1 Outpost 1 A —
Q 1 Subnet 1 RTT =15ms
| | /
I I
1 (\‘ Customer ! |
............. I
..... hi % |-_lr' 1 dattaceﬂ.ter 1> €<——RTT = 30ms—>
i E Service link 1 - networking - —
B to region [ !
I Game LGW I _
Session I servers | RTT =15ms
AWS Lambda state server " 1 ——
I I
I I
Q- : - =
1 . |
1 I
I v '
! . With Outposts deployed closer to the users,
ame o .
: @ runtimes variance for local users is decreased
I
I
I
I
I

—————————————————————————————
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Using AWS Outposts for
low-latency online games

Amazon Game
DynamoDB runtimes

A
VPC :

Session
AWS Lambda state server

(e

‘IIIIIIIIIIIII

Service link
to region

2

r—- == === =-=-=-=-=-"="="=-"=-"="=""======== 1
1 On-premises 1
I 1
: : Connection to game
1 S I servers over the internet
: : J 1
| |
1 |
I 1
1 1 >
1 Outpost I
1 (EI\ Subnet 1 RTT =15ms
| | /
| 1
| |_—| Customer :
’.‘ [~ datacenter |15 ¢ RTT = 30ms—>
I 9
1 I
: 0 e : RTT = 15ms
: servers : B
1 |
I A I
1 : 1
1 : I
| \V 1
! . This works for game streaming too!
ame
J @ runtimes :
1 |
I 1
| New - Amazon S3 !
: on AWS Outposts :
I 1
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AWS Outposts:

Use Cases

Application
Modernization

aws
~—

Modernize enterprise
applications running
at the edge

dWS
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Application modernization tools

Application Amazon Simple

AWS CloudFormation Load Balancer Storage Service (S3)

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved. Amazon Confidential and Trademark

Amazon VPC

Amazon EC2 Auto
Scaling

dWS
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Using AWS Outposts for
application modernization

1 /:5‘ : On-premises
Amazon == :
DynamoDB |
i 1
A AWS CloudFormation !
veC |
: Outpost Subnet
' S8
Q ! AR ﬁﬁa . | o A
I .
- ! g % . .
i P Application
v ‘ lllllllllllll :. _- LGW pp

1 E Service link
o d to region

Instance N

Pt
1
1
1
I

AWS Lambda :
1
I
1
1
1
I
1
1
1
1
1
1
1
I
1
1
1
I
1
1

Users

N .
Autdscaling Group
v v

Instance A Instance B

New - Amazon S3
on AWS Outposts
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AWS Outposts:

Use Cases

Data
Residency

>
e
S~
~—

Regulatory, security,
process requirements

dWS

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved. Amazon Confidential and Trademark \-/‘7



Example:

User data, e.g. local Outposts S3 or
Amazon Elastic Block Store does not

leave the Outpost unless configured
by the user

dWS
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AWS Outposts:

Use Cases

Local Data
Processing

Local control systems,
5G/IOT

dWS
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Using AWS Outposts for
application modernization

On-premises

e

Public subnet Availability Zone B Outpost Subnet i— ——————————————————————————————————— :
EIIIIIE EIIIIIE EIIIIIE EIIIIIIE : i
- C = - - = - = 1 1
-IIIII- -IIIII- -IIIII- -IIIII- : :
PI Vision Pl Integrator for PI Vision Pl Integrator for | I
q q q 0 1
Business Analytics Business Analytics . :
Service link : .
B to region to =|r= i
Availability Zone C Availability Outpost Subnet — < 4#&& l
e Zone A -
- e

' Pl System : ' Pl System : : i
: :|||||: :|||||: : : :|||||: :|||||: : LGW PI Interfaces PLC :
: EIIIIIE EIIIIIE i : EIIIIIIE EIIIIIE i E i
i Pl AF Pl Data Archive | i Pl AF Pl Data Archive | i i
. 1 e 1 I I
: I
EIIIIIE EIIIIIE EIIIIIE EIIIIIE i Manufacturing i
: shop floor :

1
Domain Controller SQL Server Domain Controller SQL Server B :

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
‘IIIIIIIIIIIII#I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
1
|
|
|
|



AWS Outposts Architectures

Low Application
Latency Modernization

g\o eh
o\j N

Rendering, inference, Modernize enterprise
data processing applications running
at the edge

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved. Amazon Confidential and Trademark

Data
Residency

>
e
S~
~—

Regulatory, security,
process requirements

Local Data
Processing

Local control systems,
5G/IOT
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AWS Wavelength

dWS
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The end-to-end network

Route trip time (RTT) latency = 100ms
A |< p (RTT) y >| 3
Transit / [\
peering point <( )>
aWS || °
N 1|
: The internet Communications <( )>
Al [REEfon service provider (CSP) /é\
network
Mobile
Network

dWS
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Compute at the 5G network edge

Route trip time (RTT)

latency = ~10ms
A |

Wavelength Zone (( )) ........
Transit / [\

peering point

aWs |

[ =

|

\-/‘7 |
AWS Reaqi The internet Communications <( )>
e service provider (CSP)
network
Mobile
Network

Note: p90 latency across user population across the US

dWS
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Compute at the 5G network edge

Reduced latency and
jitter

A |

Wavelength Zone (( )) ........
Transit / [\

peering point

AWS "

}

e
C

\-/‘7 |
AWS Reaqi The internet Communications <( )>
e service provider (CSP)
network
Mobile
Network

dWS
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Compute at the 5G network edge

Multiple 24/7 video
streams

Compressed video information A€ >| B
(BW savings)

XI( > — I

Q' — O
Wavelength Zone <(?i)> """""

Transit /
peering point

aWS L]

)
C

Communications <( )>
service provider (CSP)
network

Mobile
Network

The internet
AWS Region ST

dWS
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Wavelength zones

dWS
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Wavelength zones

Q' — O
Wavelength Zone <(?i)> """""

Transit /
peering point

AWS "

e
C

\-/‘7 |
AWS Reaqi The internet Communications <( )>
e service provider (CSP)
network
Mobile
Network

dWS
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What is a Wavelength Zone

@ Wavelength Zone
| 00 | Wavelength Zone
aws. ... Z@
| O 0 I AWS Region \’5

Same AWS-designed
infrastructure as AWS
data centers

Managed and
monitored from an
AWS region

Hosted in a site
within a CSP partner
network

Wavelength Zone

Integrated into the CSP
5G Network

dWS
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What is unique about a Wavelength Zone

Single pane of
management, across
zones and AWS
regions

58

Same operational
consistency

(upgrades, patches,

versions)

Same pace of
innovation as in the
AWS regions

Wavelength Zone

aws (@
AWS Region \’b

Failover from

Wavelength Zone to

AWS region
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Communications
service provider
(CSP) network
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Using Wavelength Zones
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Deploying applications

- AWS Region
—(VPC)

o] |@
©

AWS Wavelength Zone (WL Zone)

3.

Amazon S3

O,
@
©,
®
®

The internet

Control, management, and monitoring
VPC extension across Region and WL Zone
Connecting end users to WL Zone

WL Zone and server outside of AWS region

WL Zone and region service end points

<

Wavelength
Carrier Gateway

©,

> 5G Mobile
Access

AR R aws
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Deploying applications

' AWS Region
dvpc‘:b Game
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Wrap up
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AWS Outposts in 2 new sizes

42U FULL RACK

gy BX

TU SINGLE SERVER

17

1 34 inches tall 80 inches tall

!

AWS OUTPOSTS FAMILY

Coming soon for AWS Outposts:

Offers the same AWS infrastructure, services, APls, and
tools on-premises, now with a smaller form factor

Choose between a 1U Outpost server with an AWS
Graviton2 processor or a 2U Outposts server with an
Intel processor

Run AWS services locally, including EC2, ECS, and EKS
and edge services like AWS loT Greengrass

Ideal for workloads that require low latency and local
processing needs

Simple device installation by either your own on-
premises personnel or a preferred 3rd party vendor

dWS
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Additional resources & next steps

SCAN ME

Reference
Architecture

AWS Qutposts
Networking

SCAN ME

Resources Page

Solution Briefs,
E-Books, and more!

SCAN ME

Reinvent Session

Cloud Where
you Want it

3H
E_;:ti:-u E

SCAN ME

reinvent Session

Bringing the AWS
experience on premises
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Thank you!

Matt Lehwess

Principal Developer Advocate
AWS
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