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® A quick introduction of

° TolP Foundation
* The TolP Architecture to the Problem of Trust in Internet

* How to Get Involved

® Open discussion,

* My personal observations on how all of this can be applicable to edge/loT



TolP Foundation

® The Trust over IP Foundation

* TolP is a JDF member organization under the Linux Foundation

* TolP’s mission is to to provide a robust, common standard and complete
architecture for Internet-scale digital trust. For example:
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The Problem of Trust

® The original Internet architecture does not address trust

* The problems of identity, authenticity, integrity, verifiability etc. are explicitly
pushed to the upper layer

* QOver time, Internet based systems commonly adopted :

* A certificate identifying a service, where the certificate is distributed by a
centralized PKI

* An account with password (user)

* Or, federation of this general approach
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The Problem of Trust

® The centralized/federated approach causes many ills in today’s
Internet

* Mega platforms, walled gardens

* Misinformation

* Mega scale breaches

* Privacy / data loss in massive scale

* Supply chain vulnerabilities



The Problem of Trust

® Future technology developments demand even stronger sense of
trust

* Large scale edge/loT/sensors
* Al/ML based automated decision making, autonomous systems

* Immersive web XR, metaverses

® \We need a better way to manage trust and trust framework

® Trust > Security |



TolP Architecture

® Design Principles for the TolP Stack

* End systems control data and identity

* Universal connectivity based on a standard messaging layer
* Decentralization

* Verifiability

* Confidentiality

* Transitive trust

® Four layers, Two stacks...



TolP Architecture

® Explore the architecture in graphics


https://trustoverip.org/wp-content/toip-model/

Get Involved

® For more information

* Web sites with white papers, specs, news etc: https://trustoverip.org/

* Explore the architecture components: https://trustoverip.org/wp-
content/toip-model/

* Working Groups: https://trustoverip.org/get-involved/working-group-
activity/

* Wiki: https://wiki.trustoverip.org/display/HOME/Trust+Over+|P+Foundation

® Join TolP community as a contributor, general or steering member


https://trustoverip.org/
https://trustoverip.org/wp-content/toip-model/
https://trustoverip.org/get-involved/working-group-activity/
https://wiki.trustoverip.org/display/HOME/Trust+Over+IP+Foundation
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Concepts and Terminology

Governance Stack WG WG

Technology Stack WG Inputs and Semantics WG
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Open Discussion

Applications of
decentralized trust in
edge/loT
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