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Introduction

This document outlines the steps to deploy SDN-Enabled Broadband Access (SEBA) for Telco Appliance. With the exception of the installation of the
SEBA application components (VOLTHA, NEM, ONOS), the installation process follows that of REC (REC Installation Guide). The production deployment
of SEBA is intended to be done using the Akraino Regional Controller, but this release focuses on deploying SEBA without the Regional

Controller. Instructions on how to deploy the SEBA blueprint using the Regional Controller will be covered in a future release.

The instructions below directly invoke the SEBA Deployer from the BMC, iLO or iDRAC of a physical server. The basic workflow of the SEBA deployer is to
copy a base image to the first controller in the cluster and then read the contents of a configuration file (typically called user_config.yaml) to deploy the
base OS and all additional software to the rest of the nodes in the cluster.

An overview and diagram of the network connectivity is available on the Radio Edge Cloud Validation Lab page.

Pre-Installation Requirements for SEBA Cluster

Hardware Requirements:

SEBA is a fully integrated stack from the hardware up to and including the application, so for best results it is necessary to use one of the tested hardware
configurations. Although SEBA is intended to run on a variety of different hardware platforms, it includes a hardware detector component that customizes
each installation based on the hardware present and will need (possibly minor) changes to run on additional hardware configurations. The primary focus of
Akraino Release 2 self-certification testing for the SEBA blueprint is the Nokia Open Edge servers, so some issues may be encountered with other server

types.

Minimum of 3 nodes.

Total Physical Compute Cores: 60 (120 vCPUs)

Total Physical Compute Memory: 192GB minimum per node

Total SSD-based OS Storage: 2.8 TB (6 x 480GB SSDs)

Total Application-based Raw Storage: 5.7 TB (6 x 960GB SSDs)

Networking Per Server:  Apps - 2 x 25GbE (per Server) and DCIM - 2 x 10GbE + 1 1Gbt (shared)

The specific recommended configuration as of the Release 2 time frame is the Open Edge configuration for a single cluster documented in the Radio Edge
Cloud Validation Lab, with only three server blades populated (instead of five server blades for REC).

BIOS Requirements:

BIOS set to Legacy (Not UEFI)

CPU Configuration/Turbo Mode Disabled
Virtualization Enabled

IPMI Enabled

Boot Order set with Hard Disk listed as first in the list.

As of Akraino Release 2, the Telco Appliance blueprint family does not yet include automatic configuration for a pre-boot environment. The following
versions were manually loaded on the Open Edge servers in the SEBA Blueprint Validation Lab (note: this may be facilitated with the same script utilized
by REC for Akraino Release 1). In the future, automatic configuration of the pre-boot environment is expected to be a function of the Regional Controller
under the direction of the SEBA pod create workflow script.


https://wiki.akraino.org/display/AK/REC+Installation+Guide
https://wiki.akraino.org/display/AK/Radio+Edge+Cloud+Validation+Lab
https://wiki.akraino.org/display/AK/Radio+Edge+Cloud+Validation+Lab
https://wiki.akraino.org/display/AK/Radio+Edge+Cloud+Validation+Lab
https://wiki.akraino.org/display/AK/SEBA+Blueprint+Validation+Lab+for+self-certification
https://github.com/pcarver/OpenEdgeRedfish
https://gerrit.akraino.org/r/gitweb?p=nc/seba.git;a=tree;f=workflows;hb=HEAD

* BIOS1: 3B06

* BMC1: 3.13.00
® BMC2: 3.08.00
® CPLD: 0x01

Network Requirements:
The SEBA cluster requires the following segmented (VLAN), routed networks accessible by all nodes in the cluster:

External Operations, Administration and Management (OAM) Network
Out Of Band (OOB) (iLO/iDRAC) network(s)

Storage/Ceph network(s)

Internal network for Kubernetes connectivity

NTP and DNS accessibility

The SEBA installer will configure NTP and DNS using the parameters entered in the user_config.yaml. However, the network must be configured for the
SEBA cluster to be able to access the NTP and DNS servers prior to the install.

About user_config.yaml

The user_config.yaml file contains details for your SEBA cluster such as required network CIDRs, usernames, passwords, DNS and NTP server ip
addresses, etc. The SEBA configuration is flexible, but there are dependencies: e.g., using DPDK requires a networking profile with ovs-dpdk type, a
performance profile with CPU pinning & hugepages and performance profile links on the compute node(s). All values in the user_config.yaml should be
updated to match the environment for your deployment.

1 The following link points to the latest user_config template with descriptions and examples for every available parameter: user_config.yaml
template

1 Note: the version number listed in the user_config.yaml needs to follow closely the version from the template. There is a strict version checking
during deployment for the first two part of the version number. The following rules apply to the yaml's version parameter:

### Ver si on nunbering:

#it# X. 0.0

Hittt - Major structural changes conpared to the previous version.
Hi - Requires all users to update their user configuration to
Hitt the new tenpl ate

H#Hit# a. X0

Fgiats - Significant changes in the tenplate within current structure
Hittt (e.g. new nandatory attributes)

#H - Requires all users to update their user configuration according
Hit to the new tenplate (e.g. add new nmandatory attributes)

H#Hit# a.b. X

Hi - Mnor changes in tenplate (e.g. new optional attributes or
Hitt changes in possible values, value ranges or default val ues)
wHE - Backwards conpatible

Example user_config.yaml

user_config.yaml

version: 2.0.0
nane: seba-foundry

description: SEBA Depl oyment on OpenEdge

time:
ntp_servers: [216.239.35.4, 216.239. 35. 5]
zone: Anerical/ New_York

users:
adm n_user _nane: cl oudadmi n
admi n_user _password: " $6$XXXXXXX$C3f vIHWB01383ZTh. vB6W j K7Vx| 7N7KWEOPXxQr PdDRpot JMY8we B2 XHUQCheuHf 44KG g.
AM=ol 3d37I Hua/ "
initial _user_nane: nyadnin
initial _user_password: XXXXXXXX
admi n_passwor d:  XXXXXXXX


https://gerrit.akraino.org/r/gitweb?p=ta/config-manager.git;a=blob;f=userconfigtemplate/user_config.yaml;h=1e1e257efd99c433205d63d8fb75a821520a6d87;hb=refs/heads/master
https://gerrit.akraino.org/r/gitweb?p=ta/config-manager.git;a=blob;f=userconfigtemplate/user_config.yaml;h=1e1e257efd99c433205d63d8fb75a821520a6d87;hb=refs/heads/master

net wor ki ng
dns: [ 8.8.8.8, 8.8.4.4]
ntu: 9000
i nfra_external
ntu: 1500
net wor k_domai ns
rack- 1:
cidr: 10.65.1.0/24
gateway: 10.65.1.1
vl an: 751
ip_range_start: 10.65.1.50
i p_range_end: 10.65.1.60
#rout es:
# - {to: 10.99.99.0/24, via: 10.65.1.250}
infra_storage_cluster:
net wor k_domai ns
rack- 1:
cidr: 192.168.11.0/24
ip_range_start: 192.168.11.51
i p_range_end: 192.168.11. 60
vl an: 3911
infra_internal
net wor k_donai ns
rack- 1:
cidr: 192.168.12.0/24
ip_range_start: 192.168.12.51
i p_range_end: 192.168.12. 60
vlan: 3912

caas:
docker _si ze_quota: 2G
hel m operation_tinmeout: 900
dockerO_cidr: 172.17.0.1/16
instantiation_timeout: 60
hel m paranmeters: { "registry_url": "registry. kube-system svc. nokia.net" }
encrypted_ca
[ " U2FsdGVkX1+i aW Yk3WD1l Fpf VdughR5aDKo2NpcBw2USt YnepHl r 51 JD3euoll S\ n7agR5K2My8z YAWFTYYqZnc Vf YZt 7Tc8zB2yz ATElI HEV8
PQUZRHqPdR+/ Or wgj WAB\ ni / R+4Ec3Kko6e SOVWWDF dhhK/ nwez NNVFC: WKOwz/ w7 Anl 9egi Xnl HOg2P
/ts06\ np3e9J6l y5ZLp9VWDk2ddAXChnJyC6PI F7ou
/ UpFOv TEXRgW WZV6 SUAgdxg5Evam ndmmgj RubAcxSo7Y8dj Ht spsB2HgYs90BCBt | NHr Ej 5WARDNVR/ kW ywl+S7zL1G nw pDykBRbq
/ 5] RQ qO Ct 98y NDAdGSWZ+kqMDf Lri HApQoOzMei c TAKRpl QNX2g90\ nT
| 7CXKmB3uBxM7a9k2LS22Lj szyd2vxt h4j A+SLNOB5I T8Fnf DY3PvNnvKaDG4\ nuWPASyj pPj ms3Lws Keu+T8RcKecJJPoZMNZGLm
/ 5] VgnmBRXbM/t | 0oEaHWs VaSuwX\ nnMyGQHNHop+LK+5a01 nYn4ZJo9sbvr Hp9Vz 4Vo+Az g TVXWAANEHf M/ pphGraRCb\ ncPJggJqnF6s5CAPDR
vwXzqj j VQy2P1/ AhJugW HZw3dt ux4xe3RZ+AMB2YWH Si 1\ nl xAQ sLL28KIMc5ACX X5¢cuSB
/ nO19af pf 62y OPI k0ZVh8+bxnB4YBRz GLTSnFNr 3\ ndauT9
/ gCUB5ThE93r | f PWBPRy p9j UEBLj gTpgDQPN5AP0JI | WLZQW 6t vSI TO4Hc\ nwOHZ7Ec AC7EmmaQYTyL6i i f H ZHop9g2cl XAOMUIOUSQygMOKX Fr
xEyF4i Wis CCXP\ nf TA3bgzvl vqf k9p2Cu9DOTRHGLby 2YSj +oghsFDCf hf MLv 2l p2YGPdJI My 7k NX19\ nkBpV4ARf cwONCg2hhXbHZ7Lt ej | QLht 8
HnnmY5/ AnJ/ HRdnPb+f cdgS9ZFcGs AH2z e\ nSe7hb+M\p80JsuX4A+j § Bacj WwL+KbX5RDIp/ / 5dEngJDkbf Mct L1KukBaDr bpci \ np
/ TeVmLhwl QogeVuF
1 Y5vCokq6Mb+f 28] FJ+R+P20BY3f AvBhnd+ZmGh UWKx miVIF+\ nV3npFk YgXWs+nt Vh8FsOnhr CkqRLTBj 5UNhsMeZ4vE | u+dPMJ 62wa6GoGVj u
s\ nlj/ Upal 9RYW hSykUKcWIOKEB929/ e4Sz0Y6s3Pzy 1+xdnmKDPt aBUHOUT3Lj MW Y\ nor deLOUj KYqWevpb7Vf ma3UDOt z6n/ Cy HNDVhA
/ Fi oadEy6i JvL316Kf 3t 069cN+\ nvKWav/ | eazxdhBSbhat PKN3qwESkzr 3el 2yr dZL4gehf | RMpOr Fuz Zf RB69UFPbgqg\ nkTQ JHb0CaJ Tt 6er
[ XfjtMZoct Wxt Yf 58CgMI06QxK5kLKe5Yi b73cVyzhmm z4\ nEt Us10QCAS5AI hHgVES8Zr gZKWDhR+pnFPG3eVi t JoUeDNEe9v VEEX8Ti Wi+H1O
HG n8Uy CKFyy PCj 50WbwGSgQg=="]
encrypted_ca_key:
[ " U2FsdGVKkX1+W NST+Wkys FUHYAPf Vi W01t CCQs XPs W UskB40oNNC78bXdEv33+3\ ncDl ubc9F0Zi Hxkng70LKCFV5KOneHf g6¢c3l PaMdzwal3
4UCf 80ri 1 0YVozxqnK/ S\ nTAsOi Or JnzRz4hkTr e4x V0l 2Zuc\WBgquP4
/ s1yUK3I JF84SDf Ei 26uPsBOr UpU9Q nl BxY2r | dK+yZUZUFehQo82dvi nOCSi XDY63c¢ YLJI MYEWMBF JEe Y+RGWLIZuuGp3qgy\ ny Vf By Z5
| kwF9ga6+ToYw2z Xi ok G-f Bqi AFnXU7 Q@6Weu2qndMQoi y3j FU2Dj EQ 6N nVgZHzr PUUUr nQGALY AS5bl WINHVQy q4r mvirs TEI 02xcl z8n7Yzd
/ HEFo/ C5z5x+My\ n2SA Bl RCy6bTSpz U7i i xI 5U6r 5/ Xf r f QoJ+OnRgl
/ P2Qmi2swgzcLOUpDl quDeuP\ nd46ceWMBnl i nRps4cX5nQRI 1SLaypHLlr Ri Qonl P7g+j r HEco6wSt ¢458r zX1WW nhPM nnl VhH4sJNgh5c¢c5
/ 1BvzSBdnx0ql Bc FA6f R8Xf L
/ | DRFs Af Rax VWadpusc\ nXf h4LNNgROHTONHGYf Bpd66yBYsj FoW pOVWKMADhNBgN1a94OFvRS4+i Uf skj C2wh n4w4Y]j Pl uRBx | 5t 9e T4wxX8D3
28i kgP4ZQ PdUZoDpLThhRZ62pTCknOeVj +C77990 nEbopqGy+6BI XZHaknz B6|
/fyjthoLBbxpyqNvKl GGamWNI 3d7wglvwTHch5QLO+wA n5f uRqol RUt Gs ¢ SQXp8ECh4ki axhXXJLkVIw7auQdgxqgxQol f +dt 2Vi wdy FNj dHz 8\ ng
PFcAOmOGO+T7Xx HVF1HEX qUXk B4Qz TK934pMWol wu5Mez Bl z8bxj 5+EeF7Pt kdnj \ ng4r wi hGY7aEhPr XVoq19t sbMYwDGZQvbTKt WDOxr D6r uTDT
WZxVZc EOAX5KCFOQg\ ngRer CBc LNERMAFSAgUK90V71TNQoMpVea3/ 01Ec8CGhHIf ozvr mAVgBpbFOaj | ML/ \ nZvG nnvr JEK
/ Pel CEu+Ni 9zr n7DxGZgJ 71 bcDU7Ng/ 18KNv OQah4 Ry h9aDKVSD4r \ nvgZKz| HPRgKoHTxTZ2uP1LBgK2Ux 1R hl AcZFAMAYxg
/ gl uxnHKG niZ04r | j 1 0i f\ nNOWSI 7uh8Tsyi dZv+i KpG+JqWboe7R8xLI U3ceFl | kghAGVRn
[ Uyi r GXYPzxXbf B\ naphYFBuj 6Fbt di sM7euX2A9F20UM2r edi t R



/ z6q1Et y1xX9aNudQ1YcL6yr 7pG \ nl X3NANI p2Ra9Fr 95ne9aEnwdMGs QD) xHcz Ec 3Ec DEbFUHEC/ XDz Yqt OGy Fe/ pl \ nZgPSi ys157GB

| Gz Sf Cs Er vA+EVWKNUBPI LI 461s/ Ov25nDt hG5+03y XKRsynX371\ nXAg+hHqe2x5PRj wulUDnt uEM P3LHQeMv4Ydh! 3Df FyUExt J/ Q

/ 38GgB1XNAUDUOR\ n3EyVO1Um®BI r YDQWHNgj GG i mOdpLFHKQbxDNi Rr 8QX5eshAbVI | 19DI NG Rl / u\ nj h4TqRZM 6YI 40QZDYQqCr Br gqZLI j m
/ DBhgvr 2j nq9ed3dl! Kl Hor kw3sj Buwl NZj W\ naduL3U+WIUv UCY/ Vit | xJZdULk VLwSnk Dh+8HK

[ eZ7AuHW Q D9JzAr Co5CCMVFJIL\ noYO0Il KxzhhP+4BmaMabwcuooxM WR3f u3TOsgc TEZt G61we SUDWIgwWec5QAXN 71 t \ nqzP2b1eNPp050MI6A
LI e+8MOUWB4Hi gbSi LB3

/ r FS8KkhZcdJl i Bc+l g6 TBFX9QW nS0Jh4WgJInOBS5I ai | 7DRpOE9bUUNLLEFTAA9PIT1Dc! wngPuv6l YNQdz Yl uaX6cvy\ nNhCH+XdbaFk AOKCs p
69uZWjzweoej Ao24C 71J9HAYyMzBDW 7/ f LAYQuj S6z2C9IY\ ny3zhk8VG 9SYt MB1bPdnmx Bl CyLEl Z6qf

/ cyj sSWNB90TTI TCYbSul r B4pi JH35t 17\ nd7eFZ7QXManpJz CQy AcKsx TDVdeKhHj VxsnSWivm R31Hnr xw3y QQH2pbGLc HBWI\ ngz +

/ xpgxh5x0dGzqOKqggf GO BOSpz HFMuuoXToYbc Al WWRc TPnVR7B1kOm2O LG nhuOxX29Dy pSMRH snoef f JaUoZ2w BKAQZNpe5Jb80ANn/ aO+8
/ oKnt aZgJgect sM nf r VSLZt dPnH621 Py 1i 5CnoFl 6JkX70f i cIJwBYQyswWRp2z5HL9c SEAI R3MOxr / Yco+\ nj Ju51 i dT3u5+hUl | dZt Et A=="]

st or age:
backends:
Ivm
enabl ed: false
ceph:
osd_pool _defaul t_size: 2
enabl ed: true

networ k_profiles:
control |l er_network:
i nux_bondi ng_options: "nobde=l acp"
ovs_bondi ng_options: "node=l acp"

bondi ng_i nterfaces:
bond0: [ens1lfO, ens1lf1]

interface_net_mappi ng:
bondO: [infra_internal, infra_external, infra_storage_cluster]

perfornmance_profiles:
caas_cpu_profile:
caas_cpu_pool s:
excl usi ve_pool _percentage: 25
shar ed_pool _percentage: 75

storage_profiles:
caas_wor ker _docker _profile:
lvm.instance_storage_partitions: ["1"]
mount _dir: /var/lib/docker
nmount _options: noatine, nodiratine, | ogbuf s=8, pquot a
backend: bare_|vm
I v_name: docker

ceph_backend_profile
backend: ceph
nr_of _ceph_osd_di sks: 2
ceph_pg_openst ack_caas_share_ratio: "0:1"

host s:
control ler-1:
service_profiles:
net wor k_profiles:
storage_profiles:
perfornmance_profiles:
net wor k_domai n: rack-1

caas_naster, storage ]
control | er_network ]
ceph_backend_profile ]
caas_cpu_profile ]

[
[
[
[

hwrgnt :
address: 10.65. 3. 57
user: admi n

passwor d:  XXXXXXXX
controller-2:
service_profiles: [ caas_master, storage ]
networ k_profiles: [ controller_network ]
storage_profiles: [ ceph_backend_profile ]
performance_profiles: [ caas_cpu_profile ]
net wor k_domai n: rack-1

hwrgnt :
address: 10.65. 3. 56
user: adm n

passwor d:  XXXXXXXX



controller-3:
service_profiles: [ caas_master, storage ]
networ k_profiles: [ controller_network ]
storage_profiles: [ ceph_backend_profile ]
performance_profiles: [ caas_cpu_profile ]
net wor k_domai n: rack-1

hwrgnt :
address: 10.65. 3. 55
user: admi n

passwor d:  XXXXXXXX

host _os:
| ockout _tine: 300
failed_login_attenpts: 5

YAML Requirements

® The YAML files need to edited/created using Linux editors or in Windows Notepad++
* YAML files do not support TABS. You must space over to the location for the text.

Note: You have a better chance at creating a working YAML by editing an existing file or using the template rather than starting from scratch.

Installing SEBA

Obtaining the 1SO Image

Recent builds can be obtained from the Akraino Nexus server. Choose either "latest" or a specific build number from the release images directory and
download the file install.iso. Build number 185 is the Akraino Release 1 image from the 4th of October, 2019 and was used for the initial validation of the
SEBA blueprint. Options for booting the ISO on your target hardware include NFS, HTTP, or USB memory stick. You must place the ISO in a suitable
location (e.g., NFS server, HTTP(S) server or USB memory stick) before starting the boot process. The file bootcd.iso, which is also in the same directory,

is used only when deploying via the Akraino Regional Controller using the Telco Appliance Remote Installer. You can ignore bootcd.iso when following the
manual procedure below.

Accessing REC.ISO
Nokia OpenEdge Servers

Login to the controller-1 BMC ip using a web browser (https://XXX.XXX.XXX.XXX).
Go to Settings/Media Redirection/General Settings.

Select the Remote Media Support.

Select the Mount CD/DVD.

Type the NFS server IP address.

Type the NFS share path.

Select the nfs in Share Type for CD/DVD.

Click Save.

Click OK to restart the VMedia Service.

Go to Settings/Media Redirection/Remote Images.

Select the image for the first CD/DVD device from the drop-down list.

Click the play button to map the image with the server’s CD/DVD devices. The Redirection Status changes to Started when the image redirection
succeeds.

Go to Control & Maintain/Remote Control to open the Remote Console.
Reset the server.

Press F11 to boot menu and select boot from CD/DVD device.
HP Servers


https://nexus.akraino.org/content/repositories/images-snapshots/TA/release-1/images/
https://nexus.akraino.org/content/repositories/images-snapshots/TA/release-1/images/185/
https://wiki.akraino.org/display/AK/Akraino+Regional+Controller
https://gerrit.akraino.org/r/gitweb?p=ta/remote-installer.git;a=tree

(Future)
Dell Servers

(Future)
Ampere Servers

(Future)
Marvell Servers

(Future)

After rebooting, the installation will bring up the Akraino Edge Stack screen.

The first step is to clean all the drives discovered before installing the ISO image.
g from PCCT

Find imn:
Find ins

found image

ice found for 1 s Iling image
i GPT and MBR ctures from sda
. kipping

from

P <
Ldimg to sdew
installatic

partition &

: node

Select, 0 Set external network at the Installation window, press OK.



Installation

Set external network

1 Start installation

Arrow down to and press the spacebar to select the network interface to be used for the external network.

If using bonded nics, select the first interface in the bond.

Select network device:

enol e4:43:4h:89: 74 :he
enod e1:43:4b:89:7d:cH
enod e4:43:4b:89: 74 :de
enod ed:43:4b:89:74 4
enplidsHfA fB:f2:1e:2e:16:68
enpl34=Bfl fB:fZ:1e:2e:16:61
enpl3dSsBfA 3c:fd:fe:cl:64:f8
enpldSsAf1 3c:fd:fe:cl:64:f1

ic:fd:fe:cl:6d:bB
enp94s6f1 Jcifdifeicl:bd:bl

L

=
|

Enter the external ip address with CIDR for controller-1: 172.28.15.211/24
Enter the gateway ip address for the external ip address just entered: 172.28.15.1
Enter the VLAN number: 141

The installation will check the link and connectivity of the IP addresses entered.



Verify ping to gateway:

Wed May ZZ2 15:18:45 UTC 2819
PING 172.28.15.1 (1?72.28.15.1) 56(84) bytes of data.
64 bytes from 172.28.15.1: icmp_seq=1 tt1=255 time=1.78 ms

--- 172.28.15.1 ping statistics ---
1 packets transmitted, 1 received, B% packet loss, time Bms
rtt minsavg-/maxsmdev = 1.785-1.785-1.785-0.888 ms

ping to network gateway OK.

If the connectivity test passed, then Installation window will return.

Uploading user_config.yaml
Go to your RC or jump server and scp (or sftp) your user_config.yaml to controller-1's /etc/userconfig directory.
initial credentials: root/root.

scp user_config.yaml root@<controller-1 ip address>/etc/userconfig/

Select, 1 Start installation and OK.

Installation

B Set external network
Start installation

After selecting Start Installation, the installation should start automatically, and the content of /srv/deployment/log/bootstrap.log should be displayed on
the remote console.

Monitoring Deployment Progress/Status
You can monitor the SEBA deployment by checking the remote console screen or by tailing the logs on controller-1 node's /srv/deployment/log/ directory.
There are two log files:

bootstrap.log: deployment status log

cm.log: ansible execution log

tail -f /srv/deployment/log/cm.log

tail -f /srv/deployment/log/bootstrap.log


mailto:root@172.28.15.211:/etc/userconfig/

Note: When the deployment to all the nodes has completed, “controller-1" will reboot automatically.

Verifying Deployment
A post-installation verification is required to ensure that all nodes and services were properly deployed.
You need to establish an ssh connection to the controller’s VIP address and login with administrative rights.
tail /srv/deployment/log/bootstrap.log
You should see: Installation complete, Installation Succeeded.

Go to SEBA Blueprint Test Document and follow the steps outlined there to ensure that all nodes and services were properly deployed.

Deployment Failures

Sometimes failures happen, usually due to misconfigurations or incorrect addresses.

To re-launch a failed deployment
There are two options for redeploying. (Execute as root)

1. /opt/cmframework/scripts/bootstrap.sh /etc/userconfig/user_config.yaml --install &
2. openvt -s -w /opt/start-menu/start_menu.sh &

Note: In some cases modifications to the user_config.yaml may be necessary to resolve a failure.

If re-deployment is not possible, then the deployment will need to be started from booting to the REC.iso,

SEBA Installation onto REC cluster

1 Kubernetes 1.14 deprecates several legacy APIs and Kubernetes 1.16 disables them by default. For deployment of SEBA, it is necessary to
manually enable these legacy Kubernetes APIs since they are not supported by Telco Appliance. The deprecated APIs will be removed in
Kubernetes 1.18.

The following commands will install the SEBA software on the cluster.

® Enable legacy APIs by adding --runtime-config option to the command section of /etc/kubernetes/manifests/apiserver.yml on each node in the
cluster. Connect to each node using ssh and edit the file to match the example below.

ssh cl oudadmi n@l0. 65. 1. 51
sudo vi /etc/kubernetes/ manifests/apiserver.yn

® Jetc/kubernetes/manifests/apiserver.yml

api Version: vl
ki nd: Pod
met adat a:
name: kube- api server
nanespace: kube-system
spec:
host Net wor k: true
cont ai ners:
- nane: kube-api server
i mage: registry. kube-system svc.rec.io: 5555/ caas/ hyper kube: 1. 16. 0-5
securityContext:
runAsUser: 144
command:
"/ kube- api server"

- --adm ssion-control =Def aul t St or ageC ass, Li m t Ranger, Mut at i ngAdmi ssi onWebhook, NanespaceExi st s,
Nanespaceli f ecycl e, NodeRestri cti on, PodSecurityPol i cy, Resour ceQuot a, Servi ceAccount,
Val i dati ngAdm ssi onWebhook

- --advertise-address=192. 168. 12. 51

- --allowprivileged=true

- --anonynous- aut h=f al se
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- --apiserver-count=3

- --audit-policy-file=/var/lib/caas/policies/audit-policy.yanm

- --audit-1og-fornat=json

- --audit-1og-maxsi ze=100

- --audit-1|og-maxbackup=88

- --audit-1og-path=/var/| og/ audit/kube_api server/ kube- api server-audit.| og

- --authorizati on-node=Node, RBAC

- --bind-address=192. 168. 12. 51

- --client-ca-file=/etc/openssl/ca. pem

- --enabl e-boot strap-token-aut h=true

- --etcd-cafile=/etc/etcd/ssl/ca. pem

- --etcd-certfile=/etc/etcd/ssl/etcdl. pem

- --etcd-keyfile=/etc/etcd/ ssl/etcdl-key. pem

- --etcd-servers=https://192.168. 12. 51: 4111, https://192. 168. 12. 52: 4111, htt ps://192. 168. 12. 53: 4111

- --experinmental -encryption-provider-config=/etc/kubernetes/ssl/secrets. conf

- --feature-gat es=SCTPSupport =Tr ue, CPUManager =Fal se, TokenRequest =Tr ue, Devi cePl ugi ns=Tr ue

- --insecure-port=0

- --kubelet-certificate-authority=/etc/openssl/ca.pem

- --kubelet-client-certificate=/etc/kubernetes/ssl/kubel et-server. pem

- --kubel et-client-key=/etc/kubernetes/ssl/kubel et-server-key. pem

- --kubel et-https=true

- --max-requests-inflight=1000

- --proxy-client-cert-file=/etc/kubernetes/ssl/netrics.crt

- --proxy-client-key-file=/etc/kubernetes/ssl/metrics.key

- --requestheader-client-ca-file=/etc/openssl/ca.pem

- --request header - ext r a- header s- pr ef i x=X- Renpt e- Extr a-

- --requestheader - group- header s=X- Renot e- G oup

- --request header - user name- header s=X- Renot e- User

- --secure-port=6443

- --service-account-key-file=/etc/kubernetes/ssl/service-account.pem

- --service-account-| ookup=true

- --service-cluster-ip-range=10. 254. 0. 0/ 16

- --tls-cert-file=/etc/kubernetes/ssl/tls-cert.pem

- --tls-private-key-file=/etc/kubernetes/ssl/apiserverl-key.pem

- --token-auth-file=/etc/kubernetes/ssl/tokens. csv

- --runtinme-config=apps/vilbetal=true, apps/ vlbet a2=true, ext ensi ons/vlbet al/ daenonset s=true
ext ensi ons/ vlbet al/ depl oyment s=t r ue, ext ensi ons/ vlbet al/ repl i caset s=tr ue, ext ensi ons/ vlbet al
/ net wor kpol i ci es=t rue, ext ensi ons/ vlbet al/ podsecuritypolici es=true

resour ces

requests

cpu: "50nt
vol umeMount s:

- nane: tinme-nount
mount Path: /etc/localtime
readOnly: true

- nane: secret-kubernetes
mount Pat h: /et c/ kubernnetes/ss
readOnly: true

- nane: secret-root-ca
nmount Pat h: /et c/ openssl /ca. pem
readOnly: true

- nane: secret-etcd
mount Pat h: /etc/etcd/ss
readOnly: true

- nane: audit-kube-apiserver
nmount Pat h: /var/| og/ audi t/ kube_api server/
readOnly: false

- nane: audit-policy-dir
mount Pat h: /var/lib/caas/ policies
readOnly: true

vol unes:
- nane: tine-nmount
host Pat h:

path: /etc/localtine
- nane: secret-kubernetes
host Pat h:
pat h: /etc/kubernetes/ss
- name: secret-root-ca
host Pat h:
path: /etc/openssl/ca. pem



- nane: secret-etcd
host Pat h:
path: /etc/etcd/ssl
- nane: audit-kube-apiserver
host Pat h:
path: /var/|og/audit/kube_api server/
- nane: audit-policy-dir
host Pat h:
path: /var/lib/caas/policies

Connect to the first controller in the cluster to run the remaining commands.

ssh cl oudadm n@l0. 65. 1. 51

Delete the kube-apiserver pods and wait for the pods to be recreated.

kubect| del ete pod -n kube-system kube- api server-192. 168. 12. 51
kubect| del ete pod -n kube-system kube-api server-192. 168. 12. 52
kubect| delete pod -n kube-system kube-api server-192. 168. 12. 53

Add cluster-admin rights to to the tiller service account.

kubect| create clusterrolebinding tiller-cluster-admn --clusterrol e=cluster-adm n --servi ceaccount =kube-
systemtiller

Add the CORD repository and updated indexes.

hel mrepo add cord https://charts. opencord.org
hel m repo update

Install the CORD platform.

helminstall -n cord-platform--version 6.1.0 cord/cord-platform

Wait until all 3 etcd CRDs are present in Kubernetes

kubect| get crd | grep -i etcd | we -1

Install the SEBA profile.

helminstall -n seba --version 1.0.0 cord/seba

Install the AT&T workflow

helminstall -n att-workflow --version 1.0.2 cord/att-workfl ow

Wait for all pods to reach Completed or Running status.

kubect| get pods

Example output

NAMVE READY  STATUS RESTARTS  AGE
P NODE NOM NATED NODE READI NESS GATES
att-wor kfl ow att-wor kfl owdriver-6487d77db- r dwgk 1/1 Runni ng 0 2mls

10. 244. 0. 27 192. 168. 12. 52 <none> <none>



att-workfl owtosca-I| oader-7btvq
10.244.1.37 192.168.12.51  <none>

cord-pl atf orm et cd- oper at or - et cd- backup- oper at or - 84df bc689vqsj 9

10.244.2.13 192.168. 12. 53 <none>

cord-pl atform et cd- oper at or - et cd- oper at or - 806c64548- nnj 2r

10.244.2. 14 192. 168. 12. 53 <none>

cord-pl atform et cd- oper at or - et cd- r est or e- oper at or - 7f 5f 5b95sdxws

10. 244.0. 13 192. 168. 12. 52 <none>

cord-pl at f orm gr af ana- 74c589b6db- j gnpv

10.244.1.24 192.168.12.51  <none>
cord-pl at f orm kaf ka-0

10.244.1.25 192.168.12. 51  <none>
cord-pl atform kaf ka-1

10.244.0. 26 192.168.12.52  <none>
cord-pl at f or m kaf ka- 2

10. 244. 2. 29 192.168. 12. 53 <none>
cord- pl at f or m ki bana- 7459967f 55- z7sk8
10.244.2.18 192. 168. 12. 53  <none>
cord-pl atforml ogstash-0

10.244.0. 15 192. 168.12. 52  <none>
cord-pl at f orm onos- 5b95b8f 489- 9s56b
10.244.0. 19 192.168.12.52  <none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

cord-pl at f orm pronet heus- al ert manager - 7df 4f 44f 4d- t bf cl

10.244.2.15 192.168.12. 53 <none>

cord- pl at f or m pronet heus- kube- st ate- et ri cs- 76c8565f 87- wsl pw

10.244.0.14 192.168. 12. 52 <none>

<none>

<none>

cord-pl at f orm pr onet heus- pushgat eway- 849c597464- pxhr f

10.244.1. 26 192.168.12. 51 <none>

<none>

cord-pl atf orm pronet heus- server-555b77dcd9- brtfk

10. 244. 2. 17 192.168. 12. 53 <none>
cord-pl at f orm zookeeper -0

10.244.0. 16 192.168.12.52  <none>
cord-pl at f orm zookeeper -1
10.244.1.31 192.168.12.51  <none>
cord-pl at f orm zookeeper - 2

10.244.2. 27 192. 168. 12. 53  <none>
et cd-cl ust er - 4bt z528zxt

10. 244.0. 25 192.168.12.52  <none>
et cd-cl ust er - qpj dpn9wdl

10.244.1. 35 192.168.12.51  <none>
et cd-cl uster-vg7v7rcdtn

10.244.2.28 192. 168. 12. 53  <none>
kpi - export er - 9b9f 87bd5- 7xf cw
10.244.2. 16 192. 168. 12. 53  <none>
kpi - export er - 9b9f 87bd5- gbzpm

10. 244. 0. 17 192. 168. 12. 52 <none>
sadi s- server - 6¢6f 649bb4- bf g4m
10.244.2.21 192.168.12. 53  <none>

seba- base- kuber net es-t osca- | oader - gsdwx

10.244. 2. 22 192.168.12. 53 <none>
seba-fabri c- 6879cd6dc9- dd2xt
10.244.2.19 192.168.12. 53 <none>

seba-f abri c- crossconnect - c684c6df 5- wpj p

10.244.0.21 192.168. 12. 52 <none>
seba- kuber net es- bb4f cd749- z4nr 8
10.244.1. 32 192.168.12.51 <none>
seba- onos- servi ce-86697c97bf - sd2gz
10. 244.0. 22 192.168.12. 52 <none>
seba-rcord- 6975778bf 6- br xvb

10. 244. 2. 20 192.168.12. 53 <none>
seba- seba- servi ces-tosca- | oader - ddnkz
10.244.1. 34 192.168.12.51 <none>
seba-vol t-f6549c677-qqf cg

10.244.1. 33 192.168.12.51 <none>
x0s- chanel eon- 645f 89¢b68- 5hvl d
10.244.1. 29 192.168.12.51 <none>
X0s- cor e- 868868885d- x9t j x

10.244.1. 30 192.168.12.51 <none>
x0s- db- 7445f 8dcb7- 6867w

10.244.0. 18 192.168. 12. 52 <none>
X0S- gui - 858b98bc9f - pc2b5

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>
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10. 244. 1. 27 192.168.12.51 <none> <none>

x0s-tosca-f dbbc894b- 2v264 1/1 Runni ng 0 4nvs
10. 244.0. 20 192. 168. 12. 52 <none> <none>
X0S- Ws- 6c76444b89- kj 897 1/1 Runni ng 0 4nBs

10. 244.1. 28 192.168.12. 51 <none> <none>
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