Federated Learning

Motivation
For edge Al, data is naturally generated at the edge. based on these assumptions:

® Users are unwilling to upload raw data to the cloud because of data privacy.
® Users do not want to purchase new devices for centralized training at the edge.
®* The sample size at the edge is usually small, and it is often difficult to train a good model at a single edge node.

Therefore, we propose a edge cloud federated learning framework to help to train a model without uploading raw data, and higher precision and less
convergence time are also benefits.

Goals

The framework can combine data on multiple edge nodes to complete training.

The framework provides the functions of querying the training status and result.

The framework integrates some common aggregation algorithms, FedAvg and so on.

The framework integrates some common weight/gradient compression algorithm to reduce the cloud-edge traffic required for aggregation
operations.

* The framework integrates some common multi-task migration algorithms to resolve the problem of low precision caused by small size samples.

Proposal

We propose using Kubernetes Custom Resource Definitions (CRDs) to describe the federated learning specification/status and a controller to synchronize
these updates between edge and cloud.



= kubectl get federatedtask
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Use Cases

® User can create a federated learning task, with providing a training script, specifying the aggregation algorithm, configuring training

hyperparameters, configuring training datasets.
® Users can get the federated learning status, including the nodes participating in training, current training status, samples size of each node,

current iteration times, and current aggregation times.
® Users can get the saved aggregated model. The model file can be stored on the cloud or edge node.

Design Details

CRD API Group and Version

The Feder at edLear ni ngTask CRD will be namespace-scoped. The tables below summarize the group, kind and API version details for the CRD.

® FederatedLearningTask

Field Description

Group edgeai.io


http://edgeai.io

APIVersion | vlalphal

Kind FederatedLearningTask

Federated learning CRD
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Notes:

1. We use Wor ker Spec to represent the worker runtime config which all EdgeAl features use.

2. Currently Wor ker Spec limits to the code directory on host path or s3-like storage. We will extend it to the support with pod t enpl at e like k8s
deployment.

3. We will add the resources support in the future.

Below is the CustomResourceDefinition yaml for Feder at edLear ni ngTask:

api Ver si on: api ext ensi ons. k8s.io/vl
ki nd: Cust onResour ceDefinition

net adat a:

nane: federatedl earni ngt asks. edgeai .i o
spec:

group: edgeai.io

names:

ki nd: Feder at edLear ni ngTask
plural: federatedl earningtasks
short Nanes:
- federatedtask
- ft
scope: Nanespaced
ver si ons:
- nane: vlal phal
subresour ces:
# status enabl es the status subresource.
status: {}
served: true
storage: true
schena:
openAPI V3Schenma:
type: object
properties:
spec:
type: object
properties:
aggr egat i onWor ker :
type: object


https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/

properties:
name:
type: string
nodel
type: object
properties:
name:
type: string
nodeNane
type: string
wor ker Spec:
type: object
properties:
scriptDir:
type: string
scriptBootFil e:
type: string
framewor kType
type: string
f ramewor kVer si on
type: string
par anet ers
type: array
itens:
type: object
required
- key
- val ue
properties:
key:
type: st
val ue
type: st
trai ni ngWrkers:
type: array
itens:
type: object
properties:
name:
type: string
nodel :
type: object
properties:
nane:
type: string
nodeNane
type: string
wor ker Spec:
type: object
properties:
dat aset:
type: object
properties:
nane
type: st
scriptDir:
type: string
scriptBootFile
type: string
f ramewor kType
type: string
f ramewor kVer s
type: string
paraneters
type: array
items:
type: obje
required
- key
- val ue

properties

key:
type:
val ue:
type:
st at us:
type: object
properties:

condi tions
type: array
itens:
type: object
properties:

ring

ring

ring

on:

ct

string

string



type:
type: string
status:
type: string
| ast ProbeTi ne:
type: string
format: date-tinme
I ast Transi ti onTi ne:
type: string
format: date-tine

reason:
type: string
nessage:
type: string
startTi me:

type: string

format: date-tine
conpl eti onTi ne:

type: string

format: date-tine
active:

type: integer
succeeded:

type: integer
failed:

type: integer
phase:

type: string

addi ti onal Print er Col ums:
- name: status
type: string
description: The status of the federated |earning task

jsonPath: ".status. phase"
- nanme: Age
type: date

jsonPat h: . netadata.creationTi nestanp

Federated learning type definition

/1 +genclient
/| +k8s: deepcopy-gen:interfaces=k8s.i o/ api machi nery/ pkg/ runti ne. Obj ect
/| Feder at edLear ni ngTask defines the federatedl earning task which describes the
/1 federated | earning task
type Feder at edLear ni ngTask struct {
netavl. TypeMeta “json:",inline""

netavl. Gbj ect Meta " j son: " nmetadata, om tenpty"”

Spec Feder at edLear ni ngTaskSpec “json:"spec"’
St at us Feder at edLear ni ngTaskSt atus “json:"status, omtenpty""

}

/1 Feder at edLear ni ngTaskSpec descri bes the details configuration of federatedlearningtask
type Feder at edLear ni ngTaskSpec struct {

Aggr egat i onWor ker Aggr egati onWor ker " j son: "aggregati onWor ker "

Tr ai ni ngWor ker s [1Trai ni ngWorker “json:"traini ngWrkers"®

}

/1 Aggregati onWir ker describes the aggregati on worker
type Aggregati onWorker struct

Narme string “json:"name"®
Model nodel Ref er “json: "nodel "
NodeNanme  string " j son: "nodeNanme"

Wor ker Spec Aggr egati onWor ker Spec " j son: "wor ker Spec"”
}

/1 Trraini ngWrker describes the training worker of each node
type Traini ngWrker struct {

Narme string “json:"name"’
NodeNane string “j son: "nodeNane" "
Dat aset dat aset Ref er “json:"dataset""”
Wor ker Spec Trai ni ngWor ker Spec " j son: "wor ker Spec"”

}

type Aggregati onWrker Spec struct {
ScriptDr string “json:"scriptDir"®
ScriptBootFile string “json:"scriptBootFile""
Fr amewor kType string “json:"framewor kType"®
Fr amewor kVer si on string “json:"framewor kVersion"®
Par anet er s []1ParaSpec "json:"paraneters"



type Trai ni ngWor ker Spec struct {

ScriptDir string “json:"scriptDir"®
ScriptBootFile string “json:"scriptBootFile""
Fr amewor kType string “json:"framewor kType""

Fr amewor kVer si on string “j son:"franmewor kVer si on"”
Par anet er s [] Par aSpec “json:"paraneters"’

type ParaSpec struct {
Key string “json:"key""
Val ue string "json:"value"®

type dataset Refer struct {
Name string “json:"nane
}

type nodel Refer struct {
Narme string “json:"nane
}

/| +k8s: deepcopy-gen:interfaces=k8s.i o/ api machi nery/ pkg/ runti ne. Ooj ect

/'l Feder at edLear ni ngTaskList is a list of federated |earning tasks.
type Feder at edLear ni ngTaskLi st struct {

met avl. TypeMeta “json:",inline""
netavl. ListMeta "json:"netadata"”
Itenms [] Feder at edLear ni ngTask “json:"itenms""

}

/'l Feder at edLear ni ngTaskStatus represents the current state of a federated |earning task.
type Feder at edLear ni ngTaskSt atus struct {

/1 The latest available observations of a federated |learning task's current state.
/'l +optional
Condi ti ons [] Feder at edLear ni ngTaskCondi ti on “json:"conditions,onitenpty""

/'l Represents time when the task was acknow edged by the task controller.

/1 1t is not guaranteed to be set in happens-before order across separate operations.
/1 It is represented in RFC3339 formand is in UTC

/1 +optional

StartTine *netavl. Tine "json:"startTi me, omtenpty"’

/] Represents tinme when the task was conpleted. It is not guaranteed to
/1 be set in happens-before order across separate operations.

/1 1t is represented in RFC3339 formand is in UTC

/1 +optional

Conpl etionTime *netavl. Time "json:"conpletionTine, omtenpty"’

/1 The nunber of actively running pods.
/'l +optional
Active int32 “json:"active,onitenpty"’

/1 The number of pods which reached phase Succeeded.
/1 +optional
Succeeded int32 "json:"succeeded, om tenpty"”’

/1 The nunber of pods which reached phase Fail ed.
/'l +optional
Failed int32 “json:"failed, omitenpty""

/'l The phase of the federated |earning task.
/1 +optional
Phase Feder at edLear ni ngTaskPhase "json:"phase, onmitenpty""

}

type Feder at edLear ni ngTaskCondi ti onType string

/'l These are valid conditions of a task.
const (
/'l Feder at edLear ni ngTaskConpl ete nmeans the task has conpleted its execution.
Feder at edLear ni ngTaskCondConpl et e Feder at edLear ni ngTaskCondi ti onType = "Conpl ete"
/| Feder at edLear ni ngTaskFai |l ed neans the task has failed its execution.
Feder at edLear ni ngTaskCondFai | ed Feder at edLear ni ngTaskCondi ti onType = "Fail ed"
/| Feder at edLear ni ngTaskTrai ni ng neans the task has been training.
Feder at edLear ni ngTaskCondTr ai ni ng Feder at edLear ni ngTaskCondi ti onType = "Trai ni ng"
)

/1 Feder at edLear ni ngTaskCondi ti on describes current state of a task.
type Feder at edLear ni ngTaskCondi tion struct {

/1 Type of task condition, Conplete or Failed.

Type Feder at edLear ni ngTaskCondi ti onType “json:"type""

// Status of the condition, one of True, False, Unknown.



Status vl1.ConditionStatus “json:"status"’

/1 Last tine the condition was checked.

/1 +optional

Last ProbeTi ne netavl. Tine “json:"|astProbeTi nme, onmtenpty""

/1 Last tinme the condition transit fromone status to another.

/1 +optional

Last TransitionTine nmetavl. Tinme “json:"lastTransitionTi me, omtenpty"’
/1 (brief) reason for the condition's last transition.

/1 +optional

Reason string “json:"reason, om tenpty"’

/1 Human readabl e message indicating details about last transition.
/1 +optional

Message string “json:"nessage, ontenpty"”

}

/'l Feder at edLear ni ngTaskPhase is a | abel for the condition of a task at the current tine.
type Feder at edLear ni ngTaskPhase string

/1 These are the valid statuses of tasks.

const (

/| Feder at edLear ni ngTaskPendi ng nmeans the task has been accepted by the system but one or nore of the
pods

/1 has not been started. This includes tinme before being bound to a node, as well as tinme spent

/1 pulling inages onto the host

Feder at edLear ni ngTaskPendi ng Feder at edLear ni ngTaskPhase = " Pendi ng"

/| Feder at edLear ni ngTaskRunni ng means the task has been bound to a node and all of the pods have been
started.

/1 At least one container is still running or is in the process of being restarted.

Feder at edLear ni ngTaskRunni ng Feder at edLear ni ngTaskPhase = " Runni ng"

/1 Feder at edLear ni ngTaskSucceeded neans that all pods in the task have voluntarily term nated

/1l with a container exit code of 0, and the systemis not going to restart any of these pods.

Feder at edLear ni ngTaskSucceeded Feder at edLear ni ngTaskPhase = " Succeeded"

/'l Feder at edLear ni ngTaskFai |l ed neans that all pods in the task have termi nated, and at |east one
cont ai ner has

/] termnated in a failure (exited with a non-zero exit code or was stopped by the systen).

Feder at edLear ni ngTaskFai | ed Feder at edLear ni ngTaskPhase = "Fai |l ed"

)

Validation

Open API v3 Schema based validation can be used to guard against bad requests. Invalid values for fields ( example string value for a boolean field etc)
can be validated using this.

Here is a list of validations we need to support :
1. The dat aset specified in the crd should exist in k8s.

2. The nodel specified in the crd should exist in k8s.
3. The edgenode name specified in the crd should exist in k8s.

federated learning sample
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ki nd: Feder at edLe
nmet adat a:

i.iolvlal phal
ar ni ngTask

name: magnetic-tile-defect-detection

spec:
aggr egat i onWor k
nane: "aggreg
nodel :
name: "node
nodeNare: "so
wor ker Spec:
scriptDir:
scri pt Boot F
framewor kTy
f ranmewor kVe
par aneters:
key: "e
val ue:
traini ngWor kers
name: "work
nodeName: "
wor ker Spec:
dat aset:
name:
scriptDir
scri pt Boo
f ramewor k
f ramewor k
par anet er
key:
val ue
key:
val ue
key:
val ue
"wor k

name:
nodeNane:
wor ker Spec:
dat aset:
nane:
scriptDir
scri pt Boo
f ramewor k
f ramewor k
par anet er
key:
val ue
key:
val ue
key:
val ue
key:
val ue
key:
val ue
key:
val ue

"wor k

nane:
nodeNane:
wor ker Spec:
dat aset :
nane:
scriptDir
scri pt Boo
f ramewor k
f ramewor k
par anet er
key:
val ue
key:
val ue
key:
val ue
key:
val ue
key:
val ue
key:
val ue

er:
at i onwor ker"

| -dermol1”
| ar- corona-cl oud"

"/ code"

ile: "aggregate. py"
pe: “"tensorflow
rsion: "1.18"

xi t _round"
" g
edge0"

dat aset - denp0"

: "/code"

tFile: "train.py"
Type: "tensorfl ow'
Version: "1.18"
S:

"batch_si ze"
:o"32"

"l earning_rate"

: "0.001"
"epochs"

o

1"

edgel”

dat aset - denpl”

: "/code"

tFile: "train.py"
Type: "tensorfl ow'
Version: "1.18"
S:

"batch_si ze"
:o"32"

"l earning_rate"

: "0.001"
"epochs"

o

"m n_sanpl e_nunber _per"
: "500"

"m n_node_nunber"

R

"rounds_bet ween_val i da"
S
on
edge2"

dat aset - denp2"”

: "/code"

tFile: "train.py"
Type: "tensorflow'
Version: "1.18"
s:

"bat ch_si ze"

;o "32"

"l earning_rate"

: "0.001"
"epochs"

o

"m n_sanpl e_nunber _per"
" 500"

"m n_node_nunber"
w g

"rounds_bet ween_val i da"
wg



Creation of the federated learning task

Controller Design

The federated learning controller starts three separate goroutines called upst r eam downst r eamand f eder at ed- | ear ni ngcontroller. These are not
separate controllers as such but named here for clarity.

® federated learning: watch the updates of federated-learning-task crds, and create the workers to complete the task.

® downstream: synchronize the federated-learning updates from the cloud to the edge node.
® upstream: synchronize the federated-learning updates from the edge to the cloud node.

Federated Learning Controller

Watch federated

kubectl create task updates

federated task > GC
—_— <
Create workers by
pod api
Federate
d task
Watch Pod
updates >

Update status of
federate tasks

The federated-learning controller watches for the updates of federated-learning tasks and the corresponding pods against the K8S API server.
Updates are categorized below along with the possible actions:

Update Type Action
New Federated-learning-task Created Create the aggregation worker and these local-training workers
Federated-learning-task Deleted NA. These workers will be deleted by k8s gc.

The corresponding pod created/running/completed/failed = Update the status of federated-learning task.

Downstream Controller


https://kubernetes.io/docs/concepts/workloads/controllers/garbage-collection/
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The downstream controller watches for federated-learning updates against the K8S API server.
Updates are categorized below along with the possible actions that the downstream controller can take:

Update Type Action
New Federated-learning-task Created = Sends the task information to LCs.

Federated-learning-task Deleted The controller sends the delete event to LCs.

Upstream Controller
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The upstream controller watches for federated-learning-task updates from the edge node and applies these updates against the API server in the cloud.
Updates are categorized below along with the possible actions that the upstream controller can take:
Update Type Action

Federated-learning-task Reported State Updated = The controller appends the reported status of the Federated-learning-task in the cloud.

Details of api between GC(cloud) and LC(edge)

1. GC(downstream controller) syncs the task info to LC:

/1 POST <nanmespace>/f eder at edl ear ni ngt asks/ <j ob- name>
/1 body sane to the task crd of k8s api, omtted here.

2. LC uploads the task status which reported by the worker to GC(upstream controller):



/'l POST <nanespace>/f eder at edl ear ni ngt asks/ <j ob- nane>/ st at us

/1 \orker Message defines the message fromthat the training worker. It will send to GC
type Worker Message struct {
Phase string json:"phase"®
Status string “json:"status"’
Qut put *Wor ker Qut put " json:"output"®
}
/1
type Worker Qut put struct {
Model s [1*Model  “json:"nodel s"°
Taskl nfo *Tasklnfo “json:"tasklnfo""

}

/1 NModel defines the nodel information
type Model struct {
Format string “json:"format""®
URL string “json:"url™®
/1 Including the nmetrics, e.g. precision/recall
Metrics map[string]float64 "json:"nmetrics""

}

/| Tasklnfo defines the task information
type Tasklnfo struct {
// Current training round
Cur rent Round i nt “json:"current Round""
UpdateTime  string "json:"updateTinme""

The flow of federated learning task creation
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The federated-learning controller watches the creation of federatedlearningtask crd in the cloud, syncs them to Ic via the cloudhub-to-edgehub channel,
and creates the aggregator worker on the cloud nodes and the training workers on the edge nodes specified by the user.

The aggregator worker is started by the native k8s at the cloud nodes.

These training workers are started by the kubeedge at the edge nodes.

Workers Communication
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Todo: complete the two restful apis.




	Federated Learning

