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Introduction

This document describes steps required to deploy a sample environment for the Public Cloud Edge Interface (PCEI) Blueprint.

Deployment Architecture

The deployment architecture is shown below. All Addressing and naming shown are for example purposes only.
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Deployment environment components:

. One Host Server

. One Edge Multi-Cluster Orchestrator VM

. Two Edge K8S Cluster VMs

Internal network connectivity to the Host Server and to the VMs
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Pre-Installation Requirements

Recommended Hardware Requirements

Requirement Value

CPU 18 Core / 36 vCPU
RAM 128 GB

DISK 500 GB
NETWORK 1 Gbps NIC Port

Network Requirements
® Internal Lab Network (RFC 1918 space)

® Internet access (NAT'd)
® [P routing in the Lab Network to reach VM interfaces

Software Prerequisites

Requirement Value
Server OS CentOS 7.x or above
VM OS Ubuntu 18.04

Upstream SW Refer to Deployment Guide Section

Installation High-Level Overview

The installation/deployment process consists of the following steps:

Install CentOS on Host Server.

Prepare Host Server for EMCO Deployment.
Deploy EMCO.

Deploy Edge Clusters.

AwnpE

Deployment Guide

Install CentOS on Host Server

Connect to Host Server iLO interface.
Start Virtual Console.
Mount Virtual Media with CentOS 7 1SO.
Install CentOS
a. Assign correct IP address, Subnet, Gateway and DNS to the NIC.
b. Include OpenSSH Server.
c. Install KVM/virtualization.
d. Add a user with admin privileges: onaplab user is used in this guide.

PonpE

Prepare Host Server for EMCO Deployment

Step 1. Enable sudo without entering sudo password



sudo -i

vi sudo
# Uncomment the line bel ow
Y%wheel  ALL=(ALL) NOPASSWD:  ALL

Step 2. Add sudo user to wheel group

user nod —aG wheel onapl ab

Step 3. Enable nested virtualization

# Login as super user
sudo -i

# Check for the follow ng paraneter

cat /sys/ modul e/ kvm.i ntel / paranet er s/ nested

N

# 1f it is Y, there is nothing else to be done. It is already enabl ed!

#1f it is N, do the follow ng:

# Edit /etc/default/grub file, and include kvmintel.nested=1
CRUB_CMDLI NE_LI NUX par anet er

GRUB_CMDLI NE_LI NUX="cr ashker nel =aut o

consol e=ttyS0, 38400n8, kvm i nt el . nest ed=1"

# Rebuild your GRUB configuration
sudo grub2-nkconfig -o /boot/grub2/grub.cfg

# Enabl e nested KVM capabilities in /etc/ mdprobe.d/ kvm conf
# By uncomenting the below |line

options kvm.intel nested=1

### Reboot the server
reboot

# Now, we shoul d have the nested KVM capabilities enabl ed

cat /sys/nmodul e/ kvm_i ntel / paranet er s/ nest ed
Y

Step 4. Install VNC Server (Optional)

Follow instructions at:

https://www.tecmint.com/install-and-configure-vnc-server-in-centos-7/

Step 5. Modify libvirt bridge IP and route mode

This will allow connecting to VMs and pods directly from the Lab Network. Please replace the sample IPs with your IP addresses. Please replace the
interface name (eno24 used in the example) with you server's interface name.


https://www.tecmint.com/install-and-configure-vnc-server-in-centos-7/

cat <<\ ECF >> netdefaul t.xmn
<net wor k>
<nare>def aul t </ nane>
<bri dge name="vnbr0"/>
<forward nbde='route' dev='eno24'/>
<i p address="10.121.7.129" netnask="255. 255. 255. 224" >
<dhcp>
<range start="10.121.7. 144" end="10.121.7.158"/>
</ dhcp>
</ip>
</ net wor k>
EOF

sudo virsh net-1list

sudo virsh net-destroy default

sudo virsh net-undefine default
sudo virsh net-define netdefault.xnl
sudo virsh net-start default

sudo virsh net-autostart default

Add necessary routes to your Lab Network routers. The example below assumes the the Host Server IP address is 10.121.1.12:

ip route 10.121.7.128 255. 255. 255. 224 10.121.1.12

Deploy EMCO

Step 1. Generate SSH Keys

# Run commands bel ow on the Host Server
ssh- keygen

cd ~/.ssh

chnod 600 id_rsa

chnod 600 id_rsa. pub

chnod 700 config

chmod 600 known_host s

cat id_rsa.pub >> authorized_keys
chnod 600 aut horized_keys

echo "# Increase the server tineout value" >> ~/.ssh/config
echo "ServerAlivelnterval 120" >> ~/.ssh/config

Step 2. Download software and install EMCO
Note that the install process will:

Deploy a VM amcop-vm-01

Create a K8S cluster inside the VM

Deploy EMCO components on the K8S cluster
Deploy ONAP components on the K8S cluster



#### On the Host Server

sudo yuminstall -y git deltarpm

nkdir -p anctop_depl oy

cd antop_depl oy

## Downl oad the installation package zip file

wget --1oad-cooki es /tnp/cookies.txt "https://docs. googl e. conf uc?export=downl oad&confirnr$(wget --quiet --save-
cooki es /tnp/cookies.txt --keep-session-cookies --no-check-certificate 'https://docs. google.conluc?

expor t =downl oad& d=1NE6df bt 3] 6u2D6MRocdL04_xM Pn06HZ' -O | sed -rn "s/.*confirne([0-9A-Za-z_]+).*/\1\n/p")
& d=1NE6df bt 31 6u2D6MRocdL04_xM PnO6HZ" -O antop_install _v1.0.zip && rm-rf /tnp/cookies.txt

unzi p ancop_install _v1.0.zip

sudo chown -R onapl ab: onapl ab ~/ antop_depl oy/

cd ~/ antop_depl oy/ aarna-stream util-scripts

./ prep_barenetal _centos. sh

####H##H## | nstal | EMCO AMCOP

# Edit inventory.ini file. Use | P address of Host Server and the usernane.

cd ~/ antop_depl oy/ aar na- streanf anod_l| i t e/ ansi bl e/ depl oynent

vi inventory.ini

[ depl oynent _host ]
10. 121.1.12 ansi bl e_user=onapl ab

nohup ansi bl e-pl aybook ./main.ym -i inventory.ini -e deployment_env=on-prem-e junp_host_user=onapl ab --
privat e- key=/ hone/ onapl ab/. ssh/id_rsa -e vmuser=onapl ab &

Step 3. Monitor the installation

# On the Host Server

cd /hone/ onapl ab/ aar na- streanif anod_l i t e/ | ogs
[onapl ab@s12 1 ogs]$ Is -1

total 1980

SrwWr--r--. 1 root r oot 510417 Nov 24 07:06 cluster_setup.|og
-rWr--r--. 1 root r oot 2019 Nov 24 06:54 create_vmlog

-rwr--r--. 1 root root 1366779 Nov 24 07:15 depl oy_ento_conponents. | og
-rwWr--r--. 1 root root 138233 Nov 24 07: 35 depl oy_onap. | og
-rwrwr--. 1 onaplab onapl ab 83 Nov 24 06: 53 READVE. nd

tail -f create_vmlog

tail -f cluster_setup.log

tail -f deploy_ento_conponents.|og

tail -f deploy_onap.!|og

If Install fails and you need to restart, please do the cleanup steps below on the Host Server.



sudo virsh destroy ancop-vm 01

sudo virsh undefine ancop-vm 01

sudo virsh pool -destroy ancop-vm 01

sudo virsh pool -undefine ancop-vm 01

sudo rm/var/lib/libvirt/imges/ancop-vm 01/ antop-vm 0l-cidata.iso
sudo rm/var/lib/libvirt/imges/antop-vm 01/ antop-vm 01. gcow2

Deploy Edge Clusters

Step 1. Edit VM creation script.

# On the Host Server
cd / hone/ onapl ab/ antop_depl oy/ aarna-stream util-scripts

# Add "--cpu host" option to the end of the below |ine
vi create_gemyvm sh

virt-install --connect qgenu:///system--nane $vm nane --ram $(($mem << 10)) --vcpus=$vCPU --o0s-type |linux --os-
variant $os_variant --disk path=/var/lib/libvirt/imges/$vm nanme/"$vm nane". qcow?, f or mat =qcow2 --di sk /var/lib
/libvirt/imges/ $vm nanme/ $vm nane-ci dat a. i so, devi ce=cdrom --i nmport --network network=default --noautoconsole —
cpu host

# Save the file

Step 2. Deploy two Edge Cluster VMs.

These commands will create two Ubuntu 18.04 VMs with 100G Disk, 8 vcpu and 16G RAM and will copy the contents of the ~/.ssh/id_rsa.pub key file from
the Host Server to the VMs' ~/.ssh/authorized_keys file.

sudo ./create_gemvmsh 2 edge_k8s-1 100 8 16 ubuntul8.04 $HOVE/ .ssh/id_rsa.pub onapl ab
sudo ./create_gemvmsh 2 edge_k8s-2 100 8 16 ubuntul8. 04 $HOVE .ssh/id_rsa.pub onapl ab

Step 3. Setup worker clusters inside VMs



# Find VMs | P addresses. On the Host Server run:
[onapl ab@s12 ~]$ sudo virsh list --all

Id Name State

6 ancop-vm 01 runni ng
9 edge_k8s-1 runni ng
10 edge_k8s-2 runni ng

[onapl ab@s12 ~]$ sudo virsh domi faddr edge_k8s-1
Nane MAC addr ess Pr ot ocol Addr ess

vnet 1 52:54:00: 19: 96: 72 i pv4 10. 121. 7. 152/ 27

[onapl ab@s12 ~] $
[onapl ab@s12 ~]$ sudo virsh dom faddr edge_k8s-2
Nane MAC addr ess Pr ot ocol Addr ess

vnet 2 52:54: 00: c0: 47: 8b i pvd 10.121.7. 146/ 27

# ssh to each VM fromthe Host Server:
ssh onapl ab@l0. 121. 7. 152
ssh onapl ab@l0. 121. 7. 146

# Performthe follow ng tasks in each VM
sudo apt-get update -y
sudo apt-get upgrade -y

sudo apt-get install -y python-pip

git clone https://git.onap.org/multicloud/k8s/
# Run script to setup KUD clusters

nohup k8s/ kud/ hosti ng_provi ders/barenetal /ai 0. sh %

If the edge cluster deployment fails for any reason, please do the clean up steps below before you retry:

### Cl eanup

sudo virsh destroy edge_k8s-1

sudo virsh undefine edge_k8s-1

sudo virsh pool -destroy edge_k8s-1

sudo virsh pool -undefine edge_k8s-1

sudo rm/var/lib/libvirt/imges/edge_k8s- 1/ edge_k8s-1-cidata.iso
sudo rm/var/lib/libvirt/imges/edge_k8s-1/edge_k8s-1. gcow2

sudo virsh destroy edge_k8s-2

sudo virsh undefine edge_k8s-2

sudo virsh pool -destroy edge_k8s-2

sudo virsh pool -undefine edge_k8s-2

sudo rm/var/lib/libvirt/imges/edge_k8s-2/edge_k8s-2-cidata.iso
sudo rm/var/lib/libvirt/imges/ edge_k8s-2/ edge_k8s-2. qgcow2

Modify sshd_config on VMs

To ensure that user onaplab can successfully ssh into EMCO and edge cluster VMs, add user onaplab to the sshd_config file.



## ssh to each VM
ssh onapl ab@0. 121. 7. 152

sudo -i
cd /etc/ssh

vi sshd_config

Al |l owUsers ubuntu onapl ab

## Save the changes and exit the file

Deployment Verification

EMCO Deployment Verification

Perform the following steps to verify correct EMCO deployment:

# Deternine | P address of EMCO VM
[onapl ab@s12 ~]$ sudo virsh list

Id Nane
6 ancop-vm 01
9 edge_k8s-1

10 edge_k8s-2

[ onapl ab@s12 ~]$ sudo virsh domifaddr antop-vm 01
MAC addr ess

10.121. 7. 145/ 27

Name

--all
State

runni ng
runni ng
runni ng

Pr ot ocol

# ssh to EMCO VM You should be able to ssh wi thout specifying the key
[ onapl ab@s12 ~]$ ssh onapl ab@O0. 121. 7. 145

# Verify K8S pods:

onapl ab@nto: ~$ kubect

NAMESPACE
kube- syst em
kube- syst em
kube- syst em
kube- syst em
kube- syst em
kube- syst em
kube- syst em
kube- syst em
kube- syst em
kube- syst em
kube- syst em
kube- syst em
onap

onap

onap

onap

onap

onap

onap

onap

onap

onap

onap
onap4k8s
onap4k8s
onap4k8s
onap4k8s
onap4k8s
onap4k8s
onap4k8s

NAME

cal i co- kube-control | ers- 6f 954885f b- bb2nr
cal i co-node- | dcpv

get pods --all-nanespaces

cor edns- 6b968665c4- 6558h
cor edns- 6b968665c4-r q6bf
dns- aut oscal er - 5f ¢5f dbf 6- nj ch7

kube- api server - nodel

kube-control | er- manager - nodel

kube- pr oxy- gg95d

kube- schedul er - nodel

kuber net es- dashboar d- 6¢7466966¢- cj pxm
nodel ocal dns- 7pxcs

tiller-depl oy-8756df 4d9-zq52m

dev- cassandra-0
dev- cassandra-1
dev- cassandra- 2
dev- cds- bl ueprints-processor-6d697cc4d6- wzl f |

dev- cds-db-0

dev- cds- py- execut or - 7dcdc5f 7f 6- t pf ng
dev-cds-sdc-1istener-f99d4588d- nt 2t k

dev- cds- ui - 7768bb4b- cf bzd

dev- mari adb- gal era-0
dev- nari adb-gal era-1
dev-nari adb- gal era-2
cl m 668c45d96d- 99gpb

encoui - 57846bd5df - c774f

et cd- 768d5b6cc- pt mr

m ddl eend- 6d67c9bf 54-tvs7s
nmongo- 7988ch488b- kf 29q

ncm 9f 4b85787- ngnl m

or chestrat or - 5f d4845f 8f - qsxI f

READY
/1
1/1
1/1
0/1
1/1
1/1
171
1/1
/1
1/1
1/1
171
1/1
1/1
171
0/1
1/1
1/1
0/1
171
1/1
1/1
171
1/1
1/1
1/1
1/1
171
1/1
1/1

STATUS

Runn
Runn
Runn
Pend
Runn
Runn
Runn
Runn
Runn
Runn
Runn
Runn
Runn
Runn
Runn
Init:
Runn
Runn
Init:
Runn
Runn
Runn
Runn
Runn
Runn
Runn
Runn
Runn
Runn
Runn

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
1/3
ng
ng
0/1
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

RESTARTS

OO0 00000000 PLPAODODOODODOOOOOOOOOOOOO

ACE
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d



onap4k8s
onap4k8s

ovnact i on-f 794f 65b6- w85ns

rsync- 7d9f 5f bd9b-r 72sp

# Verify K8S services:

onapl ab@nto: ~$ kubect |

get svc --all-nanespaces

1/1
1/1

Runni ng
Runni ng

CLUSTER-1 P

10.233.0.1

10.

10.

10.

233.

233.

233.

None

10.

10.

10.

233.

233.

233.

None

10.

10.

10.

233.

233.

233.

None

10.

10.

10.

10.

10.

10.

NAMESPACE NAVE TYPE
(S) AGE
def aul t kuber net es Clusterl P
/| TCP 28d
kube-system coredns Clusterl P
/ TCP 28d
kube-system  kuber net es-dashboard Clusterl P
/ TCP 28d
kube-system tiller-deploy Clusterl P
/ TCP 28d
onap cassandra Clusterl P
7199/ TCP, 9042/ TCP, 9160/ TCP, 61621/ TCP  28d
onap cds- bl ueprints-processor-cl uster Clusterl P
/ TCP 28d
onap cds- bl uepri nts-processor-grpc Clusterl P
/ TCP 28d
onap cds- bl ueprints-processor-http Clusterl P
/ TCP 28d
onap cds-db Clusterl P
/| TCP 28d
onap cds- py- execut or Clusterl P
/ TCP 28d
onap cds-sdc-1istener Clusterl P
/ TCP 28d
onap cds- ui NodePor t
/ TCP 28d
onap mar i adb- gal era Clusterl P
/| TCP 28d
onap4k8s clm NodePor t
/ TCP 28d
onap4k8s encoui NodePor t
/ TCP 28d
onap4k8s etcd Clusterl P
/ TCP 28d
onap4k8s m ddl eend NodePor t
/ TCP 28d
onap4k8s nongo Clusterl P
/ TCP 28d
onap4k8s ncm NodePor t
/ TCP 28d
onap4k8s or chestrat or NodePor t
/ TCP 28d
onap4k8s ovnaction NodePor t
31181/ TCP 28d
onap4k8s rsync NodePor t
/ TCP 28d

Access EMCOUI GUI:
# Determine EMCOUl Service Port:
onapl ab@ncto: ~$ kubectl get svc entoui -n onap4k8s
NAVE TYPE CLUSTER- | P EXTERNAL-I1P  PORT(S)
encoui NodePor t 10.233.2.5 <none> 9080: 30480/ TCP

# To connect to EMCOU GU

To connect to EMCOUI GUI use IP address of amcop-vm-01 and port 30480:

http://10.121.1.145:30480

233.

233.

233.

233.

233.

233.

. 233.

. 233.

. 233.

ACE

28d

0.

35.

33.

188

249

4.219

34.

31.

43.

74

240

2.48

55.

59.

2.

54.
11.
19.
16.
23.
37.

60.

use | P address of antop-vm 01 and port 30480

19

50

80

225

133

20

25

45

47

EXTERNAL- | P

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

28d
28d

PORT

443

53/ UDP, 53/ TCP, 9153
443

44134
7000/ TCP, 7001/ TCP
5701

9111

8080

3306
50052/ TCP, 50053
8080

3000: 30497

3306

9061: 31856

9080: 30480

2379/ TCP, 2380
9891: 31289

27017

9031: 32737

9015: 31298

9053: 32514/ TCP, 9051

9041: 30555


http://10.121.1.145:30480
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Edge Cluster Deployment Verification

To verify deployment of Edge Clusters, perform the following steps:



# Determine Edge Cluster VM |P addresses:
[onapl ab@s12 ~]$ sudo virsh list --all

Id Nanme
6 ancop-vm 01
9 edge_k8s-1

10 edge_k8s-2

State

runni ng
runni ng
runni ng

[onapl ab@s12 ~]$ sudo virsh domi faddr edge_k8s-1

Nanme

MAC addr ess

[onapl ab@s12 ~]$ sudo virsh doni faddr edge_k8s-2

Nane

# ssh to each VM fromthe Host Server.
ssh onapl ab@ 0. 121. 7. 152
ssh onapl ab@0. 121. 7. 146

MAC addr ess

Pr ot ocol Addr ess

10. 121. 7. 152/ 27
Pr ot ocol Addr ess

10.121. 7. 146/ 27

# Performthe follow ng tasks inside the VMs:
onapl ab@ ocal host: ~$ kubect| get pods --all-nanmespaces

NAMESPACE

kube- syst em
kube- system
kube- syst em
kube- syst em
kube- system
kube- syst em
kube- system
kube- system
kube- syst em
kube- system
kube- syst em
kube- system
kube- system
kube- syst em

node- f eat ur e-di scovery
node- f eat ur e- di scovery

oper at or
oper at or
oper at or

NAVE

cnk-rpgd7

cor edns-df f 8f c7d- 2xwr k

cor edns- df f 8f c7d- q2gcr

dns- aut oscal er - 66498f 5¢5f - 2kznv

kube- api server -1 ocal host
kube-control | er- manager -1 ocal host
kube- fl annel - 8r mBp

kube- mul t us- ds- and64- nt 9s5
kube- pr oxy- ggk8m

kube- schedul er -1 ocal host

kuber net es- dashboar d- 84999f 8b5b- 48xj q
kuber net es-netri cs-scraper - 54f bb4d595- r w649
| ocal - vol unme- provi si oner - bnkc6
virtlet-vk7jl

nf d- mast er - 78nns

nf d- wor ker - k4d5g

nf n- agent - zI p9g

nf n- oper at or - b768877d8- vex7v
ovn4nfv-cni - 4c6r x

# Verify connectivity to EMCO C uster

onapl ab@ ocal host: ~$ ping 10.121.7. 145

PING 10.121.7.145 (10.121.7.145) 56(84) bytes of data.

64 bytes from 10.121.7.145: icnp_seq=1 ttl =64 tinme=0.457 ns
64 bytes from 10.121.7.145: icnp_seq=2 ttl =64 tinme=0.576 ns

Uninstall Guide

Perform the following steps to remove EMCO and Edge Clusters from the Host Server:

READY
2/2
0/1
1/1
171
1/1
1/1
1/1
1/1
1/1
171
1/1
171
1/1
3/3
1/1
1/1
1/1
171
1/1

STATUS

Runni
Pendi
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

You should be able to ssh w thout specifying the key:

RESTARTS

[eNelNelNolNeNeNeolNolNeoNoNe oo oMol

N
a1

o O o

AGE
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d
28d



sudo virsh destroy ancop-vm 01

sudo virsh undefine ancop-vm 01

sudo virsh pool -destroy ancop-vm 01

sudo virsh pool -undefine ancop-vm 01

sudo rm/var/lib/libvirt/imges/ancop-vm 01/ antop-vm 0l-cidata.iso
sudo rm/var/lib/libvirt/imges/antop-vm 01/ antop-vm 01. gcow2

sudo virsh destroy edge_k8s-1

sudo virsh undefine edge_k8s-1

sudo virsh pool -destroy edge_k8s-1

sudo virsh pool -undefine edge_k8s-1

sudo rm/var/lib/libvirt/imges/edge_k8s-1/edge_k8s-1-cidata.iso
sudo rm/var/lib/libvirt/imges/ edge_k8s- 1/ edge_k8s- 1. qgcow2

sudo virsh destroy edge_k8s-2

sudo virsh undefine edge_k8s-2

sudo virsh pool -destroy edge_k8s-2

sudo virsh pool -undefine edge_k8s-2

sudo rm/var/lib/libvirt/imges/edge_k8s-2/ edge_k8s-2-cidata.iso
sudo rm/var/lib/libvirt/imges/edge_k8s-2/edge_k8s-2. gcow2

sudo rm -rf ~/antop_depl oy
sudo rm-rf ~/aarna_stream

License
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