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Introduction

This document describes steps required to deploy a sample environment and test for CFN (Computing Force Network) Ubiquitous Computing Force
Scheduling Blueprint.

Deployment Architecture

D e )] R
run test jobs A A

push CD logs aster node

Control plane

o

worker worker master

K8s traffic cluster -2

K8s traffic cluster-1

Control plane: one k8s cluster is deployed in private lab.

Traffic plane: two K8s clusters are deployed in private lab.

Pre-Installation Requirements

« Hardware Requirements

64-bit CentOS 7

® Software Perequisites

docker-ce-20.10.11

kubelet-1.23.7

kubeadm-1.23.7

kubectl-1.23.7

® Database Perequisites

schema scripts: N/A

® Other Installation Requirements
© Jump Host RequirementsN/A
© Network Requirements: N/A

o Bare Metal Node Requirements N/A
© Execution Requirements (Bare Metal Only) N/A


https://wiki.akraino.org/display/AK/CFN+%28Computing+Force+Network%29+Ubiquitous+Computing+Force+Scheduling
https://wiki.akraino.org/display/AK/CFN+%28Computing+Force+Network%29+Ubiquitous+Computing+Force+Scheduling

Installation control plane cluster

0 Environmental description
At least two CentOS machines are required, one as the master node and the other as the worker node. The installed k8s version is 1.23.7.

There will be a comment like #master in front of each bash command, which is used to indicate which type of machine the command is used on. If there is
no comment, the bash command needs to be executed on both types of machines

This document contains the operation and execution process, you can compare the screenshots of the document during the installation process.

1 Basic environment preparation

Both master node and worker node need to execute.

Preparing the basic environment to ensure the normal execution of subsequent operations.

1.1 Confirm your OS

Confirm that the operating system of the current machine is CentOS 7 .

Execute command

cat /etc/redhat-rel ease

Execute screenshot

[root@workerl ~]# cat fetc/redhat-release

Cent0S Linux release 7.6.1810 (Core)

1.2 Set hostname
If the name is long, it is recommended to use a combination of letters and dashes, such as "aa-bb-cc", here directly set to master and worker1.

Execute command

# master

host namect| set-hostnane master
host nanect |

# wor ker

host nanect| set-host nane wor ker 1
host nanect |

Execute screenshot

root@c : =5 : set-hostname master
[rooteclu
Static hostname: m

[root@clusterl-nodel binl# hostnamectl set-hostname workerl
[root@clusterl-nodel binl# hostnamectl
Static hostname: workerl
Icon name: puter-wvm
Chassi

The changed host name needs to take effect after reboot.

Execute command

reboot



1.3 Set address mapping
Set address mapping, and test the network.

Execute command

cat <<EOF>> /etc/hosts
${YOUR | P} naster

${ YOUR | P} worker1
ECF

pi ng nmaster

pi ng worker 1

Execute screenshot

[root@Emaster ~]# Cd‘t <<EQF>> /fetc/ho

[FDD'IZI?\\'DFI(E-FI - J# plng workerl
PING workerl (36.137.
64 bytes from wnrker]

--- workerl ping statisti
p.ﬂcket tran

1.4 Turn off firewall, selinux and swap

Execute command

systenttl stop firewalld
systentt| disable firewalld

setenforce 0 sed -i "s/”SELI NUX=enf orci ng/ SELI NUX=di sabl ed/ g" /etc/selinux/config
swapoff -a
sed -i "s/.*swap.*/#& ' /etc/fstab

Execute screenshot



[root@mas : temctl stop firewalld

[root@Em - temctl disable firewalld

[rootEm -1# setenforce ©

[root@Em -]# sed -1 “GSELINU¥=enforcing/SELINUX=disabled/g" /etc/selinux/config
[root@Em -1# swapoff -a

[root@Em - : swap . k&S fetc/Tstab

[root@workerl ~ emctl stop firewalld
[root@workerl ~ emctl disable firewalld
[root@workerl

[root@workerl

[root@workerl

[root@Eworkerl

1.5 Download the new yum source

Execute command

rm-rf /etc/yumrepos.d/* ;wget ftp://ftp.rhce.cc/k8s/* -P /etc/yumrepos.d/
I's /etc/yumrepos. d/

Execute screenshot

s.repo.bak

> PASV ... === ... done.
Length: 276

" saved [276]

ocker-ce.repo.bak epel.repo k8s.repo k8s.repo.bak

1.6 Set iptables

Execute command

cat <<EOF> /etc/sysctl.d/k8s. conf

net. bridge. bridge-nf-call-ip6tables =1
net. bridge. bridge-nf-call-iptables =1
net.ipvd.ip_forward = 1

ECF

sysctl -p /etc/sysctl.d/k8s. conf

Execute screenshot

[root@master ~]# cat <=<EOF= /fetc ctl.d/k8s.conf
= net.bridge.bridge-nf-call-ip6table

= net.bridge.bridge-nf-call-iptables

= net.ipvd.ip forward = 1

= EOF

[root@master ~]# s ., J .d/k8s.conf
net.bridge.bridge-nf-call-ip6tabl
net.bridge.bridge-nf-call-iptables

net.ipvd.ip forward = 1

1.7 Make sure the time zone and time are correct

Execute command



timedatect! set-timezone Asia/ Shanghai
systentt|l restart rsyslog

Execute screenshot

[root@master ~1# timedatectl set-timezone Asia/Shanghal

[root@master ~]# ¢ emctl restart log

2 Install docker

Both master node and worker node need to execute

The main content is to install docker-ce, and configure the cgroup driver of docker as systemd, confirm the driver.

2.1 Uninstall old docker

Execute command

yum -y renove docker docker-client docker-client-Ilatest docker-common docker-I|atest docker-latest-logrotate
docker -1 ogrot at e docker - engi ne docker-ce docker-ce-cli

Execute screenshot

yum -y rem docker docker-client docker-client-latest docker-common docker-latest docker-latest-logrotate docker-logrotate dock
ce docker-ce-cli
: wversionlock
Match f : docker
Match for argument: docker-client
Match for argument: docker-client-latest
Match for argument: r-common
Match for argument:
Match for argument: r-latest-logrotate
Match for argument: docker-logrotate
Match argument: docker-engine
olving Dependencie
Running transaction
Package docker-ce. { 3 .el7 will be e
Processing Dependency er-ce package: docker

Removed:
docker-ce. 54 3:20.10.21-3.el7 docker-ce-cli.x86 64 1:20.10.21-3.el7

Dependency Removed:
docker-ce-rootl

Complete!
2.2 Install docker
Execute command

yum -y install docker-ce

Execute screenshot

Installed:
docke

Dependency I
docker-ce-cli. 64 1: 3.el7 docker-ce-rootle:

Complete!

2.3 Set docker to boot and confirm docker status

Execute command



systenct| enabl e docker
systentt|l start docker
systentt| status docker

Execute screenshot

LDddEd. lﬂddEd [.et ! _:tem;dncker.:erulce, disabled; vendor preset:
Drop-In: /etc/systemd/system/docker.service.d

Ldocker-options.conf

active (running) since Sat 2022-11-26 12:12:58 CST; 2h 15min ago
http://docs.docker.com

5504 (dockerd)

2.4 Configure the driver of docker's cgroup
The driver of docker's cgroup needs to be consistent with that of kubelet. It is recommended to set it to systemd.

Execute command

docker info | grep -i cgroup

Check the current configuration, if it is the system in the figure below, skip the follow-up and go directly to the third section
Execute screenshot

[root@master ~1# docker info | grep -1 cgroup
Cgroup Driver: systemd

Cgroup Version: 1

If it is cgroupfs, add the following statement

Execute command

vi m /etc/ docker/daenon.json
# add this

{
}

"exec-opts": ["native.cgroupdriver=systend"]

Restart to check for changes

Execute command

systentt| daenon-rel oad &% systenttl restart docker
docker info | grep -i cgroup

[roo nhdel ~J# docker info | grep -1 cgroup
¥ cgroupts

[rnDLﬁnndel -]# vim fetc/docker/daemon.json
[root@nodel ~]# systemctl daemon-reload &% emctl restart docker

[rDDtﬁnDdel ~1# docker info | grep -1 cgroup

[FDDtﬁﬂDdel SEY |

3 Install k8s basic components

Both master node and worker node need to execute

disabled)



The main content is to install the 1.23.7 version of the component kubeadm kubectl kubelet

3.1 Check kubeadm kubectl kubelet

Ifitis the version inconsistent, you need to uninstall it through yum remove ${name}.

Execute command

yumlist installed | grep kube

Execute screenshot

[root@Emaster ~]# yum list installed | grep kube

[root@master ~]#

3.2 Install kubelet kubeadm kubectl version 1.23.7

Execute command

yum -y install kubelet-1.23.7 kubeadm 1.23.7 kubectl-1.23.7

Execute screenshot

dl# yum -y install kubelet-1
nlock

kubeadm.
Jependency: | 1.19.8 for package: kubeadm-1.23.
ng Dependency: - 1 > 8.6 for package: kubeadm-1.

Installed:
kubeadm ) kubect ; kubelet.

Dependen
cri-tool kubernetes-cni.x86 64 8:1.1.1-0

Complete!
3.3 Verify installation
Execute command

kubel et --version

kubeadm ver si on
kubect| version

Execute screenshot

i 3ect60a3bd15560362fc2", GitTreeState:"cle

o 3
an", BuilldDate ., GoVers gol.17.10

[root@master ~]# kubect

Client Version n.Info{Majo ", Minor GitVersion i s D4 cf60a3bd 2fc2", GltTreeState:"clean
", BuildDate 471 . e .10", Compiler . fo 2

The connection to the 3 \ - did you specify the right host or port?

4 Initialize the master
Execute only on the master node

The main content is to pull the image of version 1.23.7, initialize the master node, and configure the cilium network plugin for the master node



4.1 Pull the k8s image Pull the k8s image

Execute command

# mast er

kubeadm config i nmages |ist --kubernetes-version=vl.23.7 |sed -e 's/"/docker pull /g -e 's#k8s.gcr.io#registry.
al i yuncs. conf googl e_cont ai ners#g' |sh -x

docker pull registry.aliyuncs.conigoogl e_containers/coredns:vl.8.6

docker i nmages

Execute screenshot

er ~]# docker images
REPOSITORY  TAG IMAGE ID
er ~]# kubernet
# kubeadm config lmage list --kubernetes-version= T s /docker pull /g° .gcr.iogreg .aliyuncs.com/google
_containe ' |sh
docker pull registry.aliyuncs.com/google_containers/kube-apiserver:v
Pulling from google_containers/k
5: Pull complete
Pull complete
Pull complete
2067 1 if4d['4b2ljblj

dncker pull reg oogle_containers/kube-controller-manage
: Pulling from gnngle containers/kube-controller-manager
Already e
Already e

Pulling from google containe
Pull complete
Pull cDmpletE

dll"”l’l(' com/ Dn:u:u;le CDFItdlI'IE'

er ~]#

er ~]#

er ~l# docker images

IMAGE ID CREATED
cs.com/google contain be-apiserwv . ] Tal; ) 6 month
.com/google_containers/kube-controller-manager
.com/google_containe be-prr
.com/google_containers/kube-scheduler
) .com/google_containers/etcd
aliyuncs.com/google_containers/coredns .
aliyuncs.com/google contalners/pause i 6278bb605e]: 15 mont

Please make sure that the above 7 images have been pulled down

4.2 Init master
Execute command
# master

kubeadminit --inmge-repository registry.aliyuncs.conifgoogl e_containers --kubernetes-version=vl.23.7 --pod-
net wor k- ci dr =10. 10. 0. 0/ 16

Execute screenshot



er ~]# kubeadm init --image-repository registry.aliyuncs.com/google_containers --kubernet 7 --pod-network-cidr=18.10.9.
ng Kubernete: ion: v1.
[preflight] Running pre-flight check
[preflight] Pulling images required for setting up a Kubernet luster
[preflight] This might take a minute or . depending on the ed of your internet connection
[preflight] You can also perform this action in beforehand g 'kubeadm config images pull’
ficateDir folder "/etc/kubernetes/pki”
certificate and key
" certificate and key
g cert is signed for DNS names [kubernetes kubernetes.default kuberne f kubernetes.default.svc.cluster.local mas
-kubelet-client” certi te and key
ca" certificate and key
client"” certificate and key
tificate and key
tificate and key
names [localhost master] and IPs [192.168.30.12 127.0.0.1 ::1]

Generating
etcd/peer s NS names [localhost master] and IPs [19;
Generating - certificate and ke

certificate and key

[kubeconfig] Using kubeconfig folder "/
[kubeconfig] Writing "admin.conf" kubeconfig file
[kubeconfig] Writing "kubelet.conf" kubeconfig file
[kubeconfig] Writing "controller-manager.conf" kubeconfig file
heduler.conf" kubecenfig fil

rt] Writing kubelet environment file with f f ar/1ib/kubelet/kubeadn-flags.env"

rt] writing kubelet configuration to file ib/kubelet/config.yaml”

rt] Starting the kubelet
[control-plane] anif folder *
[control-plane] i
[control-plane] i tatic Pod mani
[control-planel i tatic
[etcd] Creating f
[wait-control-plane] Waiting for the kubelet to boot up the control s f / f can take up to 4mes
[apiclient] All control plane components are healthy after 5.002161
[upload-config] Storing the configuration used in f 5
[kubelet] Creating a ConfigMap "kubelet-config-1 a - in the cluster

Let kubectl take effect

Execute command

# master

nkdir -p $HOVE . kube

sudo cp -i /etc/kubernetes/adm n.conf $HOVE/ . kube/config
sudo chown $(id -u):$(id -g) $HOW . kube/config

kubect| get po -A

Execute screenshot

~]# mkdir -p $HOME/.kube

~]# ido cp -1 fetc/kubernetes/sadmin.conf $HOME/.kube/config
~]# ido chown ${id -u):§(id -g) SHOME/.kube/config

~1#

~1# kubectl get po

found in default nam

~]# kubectl get po

NAME STATUS RESTARTS

coredns -6dBcdcbdd- jnfv 2 ContainerC ¢
coredns-6d8cdchdd-sviwg 3/ ContainerCreating @
er Running '
ter / Running
kube-controller-manager-master Running
kube-proxy-2pcdc / Running
kube-scheduler-master J Running

4383838

We can see that the coredns is not ready, so we need configure the network plugin

Note that if an error occurs and you need to reinit, you need to execute the following statement first to ensure that kubeadm is re-executed normally

# master, if an error occurs
kubeadm reset -f

rm-rf ~/.kube/

rm-rf /etc/kubernetes/
rm-rf /var/lib/etcd

rm-rf /var/etcd

4.3 Configure the cilium network plugin
Here select cilium as the network plugin

Confirm that your current default version of the kernel is above 4.9



Check the current kernel version

Execute command

# master
uname -sr

If current version ist not satisfied, you need update kernel
Cilium install

Execute command

# master
curl -L --rempote-nane-all https://github.comciliumciliumcli/rel eases/|atest/downl oad/ciliumlinux-and64.tar.
[o}4

tar -zxvf ciliumlinux-and64.tar.gz
mv cilium/usr/local/bin/
ciliumversion

ciliuminstall

kubect| get po -A

Execute screenshot

[root@master ~]# curl -L --remote-name-all https://github.com/cilium/cilium-cli/releases/latest/download/cilium-1inux-amd64.tar.gz
% Total % Recelv i Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
2] 2] :] i) :] 4] 5] B --r--i-- - : a
5] 5] ) )
100 24.6M

[root@master ~1# tar -zxvf cilium-linux-amdé4.tar.gz
cilium

[root@master ~1# mv cilium Jusr/lecal/bin/
[root@master ~l# cilium version

cilium-cli: w0.12.11 compiled with gol.19.3 on Llinu
cilium image (default): v1.12.2

cilium image (stable): unknown

cilium image (running): v1.12.2

un
o-detected cluster name: kubernetes
d -

ath tunnel
s been installed
e cilium cilium/cilium - on 1.12.2 --set cluster.id=0,cluster.name—kubernetes, encryption.nodeEncryption=false, kubeProxyReplacement-disabled operator. replicas=1,serviceAccounts.cilium . name=cilium, serviceAcco

0-detected

s Secret

ating Agent DaemonS:
ating Operater Depl

d
Run ‘cilium stat stallation health

. get po -A
MNAME | STATUS RESTARTS
cilium-ntkfm / Running ©
cilium-operator-9dcdb59f7 ' / Running ©
d8cdcbad-7pgém J Running ©
6d8cdcbdd-B4tsg / Running @

y Running
kube-apiserver-m / Running
kube-controller-manager-mas / Running
kube-pro / Running
kube-scheduler-m Running

SERCERRCEBRUE

We can see that the all the pod is ready

If an error occur, you can use cilium uninstall to reset.

5 Initialize workers

The main content is to add worker nodes to the cluster


https://zhuanlan.zhihu.com/p/368879345

5.1 Get the join command on the master node

The joining of the worker node needs to initialize the join statement given by the master. If you forget this statement, execute the following statement on
the master node machine to get it again.

Execute command

# master
kubeadm t oken create --print-join-conmand

Execute screenshot

token create --print-join-command

2:6443 --token r7j.ymry4jmzcoililuk --discovery-token-ca-cert-hash sha256:c8cdSeeS6eceelaa2f92ac 1188d740eb2e443b4 dd98ch

5.2 Join the master node

Execute command

# worker, change the ip,token and cert-hash to your's
kubeadm join ${YOUR I P} --token ${YOUR TOKEN} --discovery-token-ca-cert-hash ${YOUR CERT HASH}

When you have the join statement, copy it and execute it on the worker node

dm join 192.168.30.12:6443 --token oe
F8707dbded %a

[preflight] Running pre-flight chec
[preflight] Reading configuration from the cluster...
[preflight] FYI: You can leck at this config file with 'kubectl -n kube- em get cm kubeadm-config -o yaml'
[kubelet-start] Writing kubelet configuration to file ° lib/kubelet/config. yaml”
[kubelet-start] Writing kubelet environment file with flags te file "/var/lib/kubelet/kubeadm-flags.env”
[kubelet-start] Starting the kubelet
[kubelet-start] Waiting for the kubelet to perform the TLS Bootstrap...

This node has joined the cl
k rtificate signing requ ent to apiserver and a response was received.
* The Kubelet was informed of the new secure connection details.

Run ‘kubectl get nodes' on the control-plane to see this node join the cluster.

Note that if an error occurs and you need to re-init, you need to execute the following statement first to ensure that kubeadm is re-executed normally

# wor ker

kubeadm reset -f
rm-rf ~/.kube/

rm-rf /etc/kubernetes/
rm-rf /var/lib/etcd
rm-rf /var/etcd

5.3 Verify the joining of worker nodes
After the worker is added, you can execute the following command on the master machine to confirm the newly added node.

Execute command

# master
kubect| get nodes

Execute screenshot

[root@master ~1# kubectl get nodes
MAME STATUS ROLES

master Ready control-plane,master
workerl  Ready <nones




6 Install karmada

The main content is to install karmada on control plane cluster

6.1 Install the Karmada kubectl plugin

Execute command

# master

wget https://github. con kar mada-i o/ kar nada/ r el eases/ downl oad/ v1. 4. 0/ kubect | - kar mada- | i nux- and64. t gz

tar -zxf kubectl-karnada-|inux-and64.tgz
mv kubect | -karmada /usr/bin

Execute screenshot

[root@nodel ~1# wget https

--2022-12-02 10 -

Re ing github.com (github.com)..

onnecting to github.com [glthub‘mmll .166]:443... failed: Connection timed out.
Retrying.

downloa

1gnedHe.ader
pplication%2Foctet-stream [Tnlln\ung]
rcontent.com/github-production-release-

rcontent.com (objects.githubusercontent.com)... . .13 109.133,
rcontent.com {objects.githubusercontent.com)|L . . connected.
200 0K

© (25M) [applicatiol
‘kubectl-kamada-Tlinux-amd64. te

(916 KB/s) - ‘kubectl-karma i 64.1gz. 26021780/26021780]
ubectl-karmada-linux-amd64.tgz

deployment. yaml kubectl ad: kubectl-karmada-linux-amd64.tgz.1 kubelet.
deployment-update.yaml images-pull.sh kub amd6 z kubelet.crt kubelet.key
gnodel ~]# mv kubectl-karmada

6.2 Install karamda via karmadactl
Install karamda via kubectl. China mainland registry mirror can be specified by using kube-image-mirror-country

Execute command

kubect| karmada init --kube-inmage-registry=registry.cn-hangzhou. al i yuncs. conif googl e_cont ai ners

Due to network problems, you may need to retry a few times

nded. yaml




Execut e screenshot
com/qoogle_container
: htty 92.168.30.12:6443

ver certificate s
client certificate
amada certificate

/ rqithub .com/kamada-10/kamada s/d d .0/crds.tar.gz": context deadline excesded (Client.Timeout exceeded while awaiting headers
kube- image- regis y.cn-ha y confgoogle_containe

1 kuhemmg fil httj 16
47] kamada a

-0
prepare “karnada faited . amada g a ar.gz": dial tcp 20.2 166:443: i/0 timeout
er ']# kubectl karmada init

8 68.30.12:6443

1.2 rds.tar.gz": dial tcp 20.205.243.16¢ : i/0 timeout
con guugle containe
1t 16

onfig, kubernet

client certificate
nerate kamada certificate
30] Generate front-pro
230] Generate front-pro

status: Running

ster Kubernetes clu:
er with 'Push' mode

Join to register the cluster to Kamada control panel. --cluster-kubeconfig is members kubeconfig.
ER N at ~/.kube/config | grep current-context | sed q'| sed '1d
(In kamada)~# kubectl karmada --kubeconfig /etc/karmada/kamada-apiserver.config join ${MEMBER CLUSTER ! -~cluster-kubeconfig=SHOME/ . kube/config

: Show members of karmada
(In karmada)~# kubectl --kubeconfig /etc/kamada/karmada-ap:

Register cluster with ‘Pull’ mode

Step 1: Send kamw}a kubemmx; .m-} kam:
(In karmada)~# armar . ada/karma gent.yaml {member kubernet

Create kamada kubeconfig secret

-network, need to change the config
(In member kubernetes)~# kubectl create n
(In member kubernetes)~# kubectl create s ~kubeconfig --from-file=kamada-kubeconfig=/ root/kamada-apiserver .config -n karmada-s

Step 3: Create kamada agent

(In member kubernet

(In member kubernet 1 er_na R NAME}/g" kamada-agent. yaml
(In mambor kubarnetes)-» Fobectt apply -f Karmada-3gent.yanl

Step 4: Show members of karmada
(In karmada)~# kubectl --kubeconfig /etc/kamada/karmada-ap

Check all your pod is READY

Execute command

kubect| get po -A

Execut e screenshot

[root@master ~l# kubectl get po -
NAME
etcd-0
karmada-aggregated-apiserver-7578459784-k2rgf
karmada-apiserver-6b6957497-1nrvf
karmddd-cDntrnller-manager- 88c9478-mkzd)
karmada-scheduler-78f8dc
karmada-webhook-677chcSc?
kube-controller-manager-84965b7.
cilium-b7gSm
cilium-ntkfm
cilium-operator-
coredns-6d8cdcbad - 7pgém
coredns-6d3cdcbdd
etcd-master
kube-apiserver-master
kube-controller-manager-master

(y-2mt6e

Gl

el e e e e e e e e e e
=

STATUS

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
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7 Propagate a deployment by Karmada

Before propagating a deployment, make sure the worker cluster is already working properly And get the latest config currently running

In the following steps, we are going to propagate a deployment by Karmada. We use the installation of nginx as an example

7.1 Join a worker/member cluster to karmada control plane
Here we add the working node cluster through push mode
It is worth noting that /root/.kube/config is Kubernetes host config and the /etc/karmada/karmada-apiserver.config is karmada-apiserver config

Execute command

kubect| karmada --kubeconfig /etc/karmada/ kar mada- api server.config join ${YOUR MEMBER NAVE} --cluster-
kubeconfi g=${ YOUR MEMBER CONFI G PATH} --cl uster-context=${ YOUR CLUSTER CONTEXT}

Here is example command for your information: kubectl karmada --kubeconfig /etc/karmada/karmada-apiserver.config join memberl --cluster-kubeconfig=
/root/.kube/memberl-config --cluster-context=kubernetes-admin@kubernetes

® --kubeconfig specifies the Karmada's kubeconfig file and the CLI

® --cluster-kubeconfig speci fi es the nmenber's config. Cenerally, it can be obtained fromthe worker cluster in "
/root/.kube/config"

® --cluster-context the value of current-context from--cluster-kubeconfig

If you want unjoin the member cluster, just change the join to unjoin: kubectl karmada --kubeconfig /etc/karmada/karmada-apiserver.config unjoin
member2 --cluster-kubeconfig=/root/.kube/192.168.30.2_config --cluster-context=kubernetes-admin@kubernetes

check the members of karmada

Execute command

kubect| --kubeconfig /etc/karmadal kar mada- api server.config get clusters

root@Emaster .kube . (ubeconTtlg fetc/karmmada/k a-aplserver.contig get c
NAME VERSION READY  AGE

memberl w1.23.5 Push True 3m24s
member2 3.7 Push  True 1895

7.2 Create nginx deployment in Karmada
deployment.yaml are obtained through here https://github.com/karmada-io/karmada/tree/master/samples/nginx

Execute command

kubect!| create -f /root/sanpl e/ ngi nx/depl oyment.yanm --kubeconfig /etc/karmada/ kar mada- api server.config
kubect| get depl oyment --kubeconfig /etc/karnmada/kar mada- api server.config

[rooct@master nginx]# kubectl create -f /root/sample/nginx/deployment.yaml
s/nginx created

[root@master nginx]# kubectl get deployment --kubeconfig /fetc/kammada/kammada-apiserver.config
NAME READY  UP-TO-DATE  AVAILABLE  AGE
nginx 2/2 2 2 21m

7.3 Create PropagationPolicy that will propagate nginx to member cluster
propagationpolicy.yaml are obtained through here https://github.com/karmada-io/karmada/tree/master/samples/nginx

Execute command


https://github.com/karmada-io/karmada/tree/master/samples/nginx
https://github.com/karmada-io/karmada/tree/master/samples/nginx

kubect| create -f /root/sanpl e/ ngi nx/ propagati onpolicy.yanl --kubeconfig /etc/karmda/karmada- api server.config

[root@master nginx]# kubectl create -f 2/nginx/propagationpolicy.yaml --kubeconfig /etc/karmada/karmada-apiserver.config

propagationpolicy.policy.kamada.io/nginx-propagation created

7.4 Check the deployment status from Karmada

kubect| get po --kubeconfig /root/.kube/ menber1l-config
kubect| get po --kubeconfig /root/.kube/ menber2-config

[root@master nginx]l# k get po --kubeconfig /root/.kube/memberl-config
MAME READY  STATUS RESTARTS  AGE
ngin; 18578 s 1/1 Running © 3m4d

[rootam - inx]# k get po --kubeconfig froot/.kube/member2-config
MAME READY  STATUS RESTARTS GE
nginx 78 1/1 Running 3]
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Installation worker cluster

0 Environmental

Three centos machines are required, one as the master node and others as the worker node. The installed k8s version is 1.23.5

1 Preparation

The main content is to prepare the basic environment to ensure the normal execution of subsequent operations.

2 Install docker

The main content is to install docker, and configure the cgroup driver of docker as systemd, confirm the driver
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2.1 uninstall old docker

Execute command

yum -y renove docker docker-client docker-client-|atest docker-comon docker-|atest docker-latest-logrotate
docker -1 ogrot at e docker - engi ne docker-ce docker-ce-cli

2.2 install docker

Execute command

yum -y install docker-ce-20.10.11

Execute screenshot

2.3 Set docker to boot and confirm docker status

Execute command

systentt| enabl e docker
systentt| start docker
systentt| status docker

2.4 Configure the driver of docker's cgroup

The driver of docker's cgroup needs to be consistent with that of kubelet. It is recommended to set it to systemd. At this time, the execution of subsequent
commands may be stuck. Wait for a few minutes or restart, and then try again

Execute command

docker info | grep -i cgroup

Check the current configuration, if it is the system in the figure below, skip the follow-up and go directly to the third section

If it is cgroupfs, add the following statement



vim /etc/docker/daenon. j son

# add this

{
"exec-opts": ["native.cgroupdriver=systend"],
"insecure-registries": ["0.0.0.0/0"]

}

Restart to check for changes

systentt| daenon-rel oad &% systenttl restart docker
docker info | grep -i cgroup

3 Install k8s

The main content is to install the 1.23.5 version of the component kubeadm kubectl kubelet

3.1 Uninstall old k8s

If it is the version inconsistent, you need to uninstall.

kubeadm reset -f

nodprobe -r ipip

| snod

rm-rf ~/.kube/

rm-rf /etc/kubernetes/

rm-rf /etc/systend/ systeni kubel et. service.d
rm-rf /etc/systend/ systen kubel et. service
rm-fr /usr/lib/systend/ system kubel et. service
rm-fr /etc/systend/system nulti-user.target.wants/kubel et.service
rm-rf /usr/bin/kube*

rm-rf /etc/cni

rm-rf /opt/cni

rm-rf /var/lib/etcd

rm-rf /var/etcd

yum renove kubeadm

yum renove kubel et

yum renove kube*

3.2 Download the new yum source

rm-rf /etc/yumrepos.d/* ;
wget ftp://ftp.rhce.cc/k8s/* -P /etc/yumrepos.d/ |s /etc/yumrepos.d/

3.2 Remove kubeadm kubectl kubelet

If it is the version inconsistent, you need to uninstall it through yum remove.

yum -y renove kubel et kubeadm kubect|

3.3 Install kubelet kubeadm kubectl version 1.23.5

yum -y install kubelet-1.23.5 kubeadm 1.23.5 kubectl-1.23.5



3.3 verify installation

kubel et --version
kubeadm ver si on
kubect| version

3.5 Set kubelet to boot

systentt| daenon-rel oad
systentt|l start kubel et
systentt| enabl e kubel et

4 |nitialize master

The main content is to pull the image of version 1.23.5, initialize the master node.
4.1 Edit init-config.yaml

# init-config.yan
api Ver si on: kubeadm k8s. i o/ vlbet a3
boot st rapTokens:
- groups:
- system boot strappers: kubeadm def aul t - node-t oken
token: abcdef.0123456789abcdef
ttl: 24h0n0s
usages:
- signing
- authentication
ki nd: InitConfiguration
| ocal API Endpoi nt :
advertiseAddress: 192.168. 30. 22
bi ndPort: 6443
nodeRegi stration:
cri Socket: /var/run/dockershi msock
i magePul | Policy: |fNotPresent
nane: clusterl-naster
taints: null
api Server:
ti neout For Control Pl ane: 4n0s
api Versi on: kubeadm k8s.i o/ vlbet a3
certificatesDir: /etc/kubernetes/pki
clusterName: kubernetes
control | er Manager: {}
dns: {}
et cd:
I ocal :
dataDir: /var/lib/etcd
i mgeRepository: registry.aliyuncs. conl googl e_containers
ki nd: O usterConfiguration
kuber net esVersion: 1.23.5
net wor ki ng:
dnsDonmi n: cluster.|ocal
servi ceSubnet: 10.1.0.0/12
schedul er: {}

4.2 Pull the k8s image



kubeadm config i mages list --config=init-config.yan

# images |ist

regi stry. aliyuncs. conm googl e_cont ai ner s/ kube- api server:v1.23.0

regi stry. aliyuncs. com googl e_cont ai ners/ kube-control | er-nmanager:vl.23.0
regi stry. aliyuncs. conl googl e_cont ai ner s/ kube- schedul er: v1. 23.0

regi stry. aliyuncs. conl googl e_cont ai ner s/ kube- proxy: v1l. 23. 0

regi stry. aliyuncs. conf googl e_cont ai ner s/ pause: 3. 6

regi stry. aliyuncs. conf googl e_containers/etcd: 3.5.1-0

regi stry. aliyuncs. conf googl e_cont ai ners/ coredns: vl.8.6

# pull inmages

kubeadm config i mages pull --config=init-config.yan

Please make sure that the above images have been pulled down

4.2 init master

kubeadminit --apiserver-advertise-address=192.168. 30. 22 --api server-bi nd-port=6443 --pod-network-ci dr=10.
100.0.0/16 --service-cidr=10.1.0.0/12 --kubernetes-version=1.23.5 --inmage-repository registry.aliyuncs.com
/ googl e_cont ai ners

You can see that the prompt initialization is successful. The prompt executes the following command to use kubectl normally

# master

nkdir -p $HOVE . kube

sudo cp -i /etc/kubernetes/adm n.conf $HOME/ . kube/config
sudo chown $(id -u):$(id -g) $HOWE . kube/config

5 Initialize workers

The main content is to add worker nodes to the cluster

5.1 Join the master node

# wor ker
kubeadm joi n 192. 168. 30. 22: 6443 --token zb4ydd. af sdnt 1k580w3z8x \
--di scovery-token-ca-cert-hash sha256: a73132eb5e9a911f 24697e8550333ddc20d3ae641d35bal7c09580730b607080

Note that if an error occurs and you need to re-init, you need to execute the following statement first to ensure that kubeadm is re-executed normally

# wor ker

kubeadm reset -f
rm-rf ~/.kube/

rm-rf /etc/kubernetes/
rm-rf /var/lib/etcd
rm-rf /var/etcd

5.3 Verify worker nodes

After the worker is added, you can execute the following command on the master machine to confirm .

# master
kubect| get nodes

Execut e screenshot



[roo uste :

NAME ROLE AGE
rlus 1-maste control-plane,master 3deh
clu 1-node \ CNONE: 3d6h

rluster \ <none: 3deh
[roo

5.4 Configure the calico network plugin

Configure the calico network plug-in to make it work. Create the calico.yaml file.

# master

curl https://docs. projectcalico.org/v3.11/ manifests/calico.yam -O
vi calico.yan

#

kubect!| apply -f calico.yan

# loopuntil all the pod's status is running

kubect| get po -A

Execute screenshot

o -A

NAME ? STATUS RESTARTS
calico-kulb:e 5-7 RuUNNing 0

RUNMTNg
RUMMT fg
Running
RuUNNing
RUNNiNg
Running
RuUNMning
RUNNTNg
RUNMNTNg
Running
RUNning
RUNNNg
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Deploy Application

0 Environmental

The k8s version is 1.23.5.

1 Preparation

The main content is to prepare the Application image.

192. 168. 30. 20: 5000/ m gu/ senti nent : | at est

2 Deployment

The main content is to install sentiment application.

2.1 namespace



# namespace. yani
api Version: vl
ki nd: Nanespace
net adat a:

name: mgu

Execute command

kubect!| create -f nanespace.yanl

2.2 image pull secret

Add Harbor Image Registry Pull Secret to Kubernetes.

#har bor secr et

kubect| create secret generic harborsecret \
--fromfile=. dockerconfigjson=/root/.docker/config.json \
--type=kuber net es. i o/ docker confi gj son \
-n mgu

2.3 deployment

#depl oy. yanl
ki nd: Depl oynent
api Version: apps/vl
nmet adat a:
| abel s:
app: sentinent
name: m gu-sentinment
nanespace: mgu

spec:
replicas: 2
sel ector:

mat chLabel s:
app: senti nment
tenpl ate:
net adat a:
| abel s:
app: sentinment
spec:
i magePul | Secrets:
- nane: harborsecret
cont ai ners:
- nane: sentinent-container
i mage: 192.168. 30.20: 5000/ i gu/ senti nent: | at est
i mgePul | Policy: |fNotPresent
i mgePul | Policy: A ways
ports:
- containerPort: 9600
protocol: TCP
nane: http
resources:
limts:
cpu: 2
menory: 4G
requests:
cpu: 2
menory: 4G

Execute command

kubect| create -f depl oy.yanm



Execute screenshot

L er miguJ#

[roo - migul]# kubect]
M -'-I VE . - UP-TO-DATE
migu 2

[root@cTuste master migul]# kubect]
MNAME
migu
migu

2.3 service

#servi ce. yanl
api Version: vl
ki nd: Service
net adat a
| abel s:
app: sentiment
name: sentinent
namespace: m gu
spec:

ports:

- port: 9600
protocol : TCP
targetPort: 9600
nodePort: 30960

sel ector:
app: sentinment

type: NodePort

Execute command

kubect!| create -f service.yanl

Execute screenshot

Uul | #
migul# kul

CLUSTER

migu]l#
2.4 test service

## request
curl http://192.168. 30. 20: 30960/ heal t h

##r esponse
{"status": "UP"}

Execute screenshot

STATUS
Running
Running

-n migu
~IP

Installation High-Level Overview

« Bare Metal Deployment Guide
® |nstall Bare Metal Jump Host : N/A
" Creating a Node Inventory File: N/A
" Creating the Settings Files: N/A
= Running: N/A



« Virtual Deployment Guide
© Standard Deployment Overview N/A
© Snapshot Deployment OverviewN/A
© Special Requirements for Virtual Deployments
O Install Jump Host: N/A
= Verifying the Setup - VMsN/A

« Upstream Deployment Guide

O Upstream Deployment Key Features N/A

© Special Requirements for Upstream Deployments N/A

© Scenarios and Deploy Settings for Upstream Deployments N/A
© Including Upstream Patches with DeploymentN/A
© Running N/A
© Interacting with Containerized Overcloud N/A

Developer Guide and Troubleshooting

® Utilization of Images
N/A

® Post-deployment Configuration
N/A

® Debugging Failures
N/A

® Reporting a Bug

N/A

Uninstall Guide

Troubleshooting

1. Network problem: the working cluster uses the default communication mode of calico, and the access between nodes is blocked; After many attempts,
calico vxlan is feasible and flannel is feasible at present;

2. Disaster recovery scenario scheduling, test scenario 2, requires the karmada control plane to install the deschedule component;

Maintenance

« Blue Print Package Maintenance

O Software maintenance N/A
© Hardware maintenanceN/A

« Blue Print Deployment Maintenance (N/A)

Frequently Asked Questions

N/A

License

N/A

References

N/A



Definitions, acronyms and abbreviations

N/A
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